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1.0 Engagement Overview

1.1 Scope of Services

The Shire of Three Springs engaged Moore Stephens to undertake a review service with a dual purpose, firstly
to provide the basis for a report by the CEO to the Audit Committee on the appropriateness and effectiveness
of the Shire’s risk management, internal controls and legislative compliance systems and procedures as
required by the Local Government (Audit) Regulations 1996 Regulation 17. Secondly, a review of financial
management systems to assess the appropriateness and effectiveness of these systems and procedures, as
required by Local Government Financial Management Regulations 5(2)(c).

For efficiency, the reviews were undertaken simultaneously, and the results contained in this single report.
Financial management systems and procedures are considered a subset of broades overall risk management,
legislative compliance and internal controls. The matters examined in respect ofafinancial management
systems are detailed in Appendix A and where opportunities for improvemeatawerejidentified, they are
reported within the relevant section of the risk management, legislative compliahce,and internal controls
framework design, implementation and evaluation sections of this report.

The results of the risk management, legislative compliance and interndl'eontrolsieview are to be reported by
the CEO to the Audit Committee. The Audit Committee is required'toreviewsthe CEO’s report and on-report
to the Council. The report from the Audit Committee to the Couficil is required to have attached a copy of the
CEOQ’s initial report to the Audit Committee.

1.1.1 Procedures — Financial Management R&iew!

Our procedures for the Financial Management Review encompassed a review of the Shire’s financial systems
including, but not necessarily limited to:

e Collection of money owed;

e Custody and security of money held;

e Maintenance and security of financial‘records;

e Accounting for revenue and expenses;

e Accounting for assets and liabilities;

e Accounting for trust thansactions;

e Authorisation'ef purehases;

e Authorisation of payments;

e Maintenance and processing of payroll;

e Stock controls and costing records;

e Preparation of budgets and budget reviews; and

e Preparation of financial reports.

Our procedures and approach have been developed over a number of years taking into account our extensive
local government background and seeks to examine both financial systems and procedures in use.

The financial management review does not examine systems and procedures which are non-financial in nature
and did not specifically test for legislative breaches.
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1.0 Engagement Overview (continued)

1.1.2 Procedures — Risk Management, Legislative Compliance and Internal Controls Review

Our procedures for the systems and procedures review, as required by regulation 17 of the Local Government
(Audit) Regulations 1996, on behalf of the CEO encompassed the following services:

e Areview of the risk management systems policies, procedures and plans in place at the Shire;
e Evaluate the non-financial/operational internal control systems and procedures at the Shire;
e Assess systems and procedures for maintaining legislative compliance; and

e Prepare a report of matters identified during the review to assist the CEO assess the appropriateness
and effectiveness of the relevant systems and procedures in accordance with regulation 17 of the
Local Government (Audit) Regulations 1996.

To undertake these procedures, we applied the following methodology:

e Conduct onsite interviews with key personnel involved in risk management; financial management
and the Shire’s adherence to legislative requirements;

e |dentify the extent of commitment and mandate to Risk Managemeht principles, using AS/NZS 1SO
31000:2018 as the framework, within the overall risk managementiframework;

e Review each component of risk management, legislative compliance and internal controls after
considering the overall risk environment, governance structure and internal control environment;

e Assess the gaps, if any, between the current processes and the expected risk management, internal
controls and legislative compliance systems “and 4procedures and recommend suggested
improvements; and

e Report on the appropriateness and theleffectiveness of current systems and procedures.

The review was a high-level review given the scale, variety and breadth of non-financial activities and
considered, as a minimum, the issues dentifiedby the Department of Local Government, Sport and Cultural
Industries to Local Government OperationaliGuideline Number 09 — Audit in Local Government (listed in
Appendix E).

1.2 Legislatjf€ Chand®@s

Our review was undertaken [in early December 2019, at this time changes to regulations were being
progressively implemented.following royal assent to the Local Government Legislation Amendment Act 2019
on the 5 July 2019. This report and findings reflect compliance and matters identified against legislation
current at the time of the review. Where possible, we have noted within our report areas where legislative
changes may affect improvements noted.
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2.0 Review Context

2.1 Review Context - Shire of Three Springs

Understanding the external and internal context in which the Shire of Three Springs operates, relevant to
financial management, risk, the internal control environment and its legislative compliance obligations, as it
seeks to achieve its overall strategic objectives is important to the review of the related systems and

procedures.

The external and internal environmental influences identified during the review are set out below:

External Influences Internal Influences
Increasing community expectations in relation to The objectives and strategies contained in the
service levels and delivery. current Strategic Community

Rapid changes in information technology, changing  The timing and actions
the service delivery environment. Corporate Busine$s Pla

Increased compliance requirements due to jsation , structure, activities
Government Policy and Legislation.

Cost shifting by the Federal and State Governments. en esourcing levels and staff

Climate change and subsequent response.

Changing regulatory requirements. enance of corporate records.

% ation of resources to achieve strategic

outcomes.

Level of stakeholder and community engagement.
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3.0 Review Summary

3.1 Financial Management

The Shire of Three Springs has a number of financial management system controls to cover the wide variety
of operations undertaken by the Shire. Council has responsibility for the adoption of the annual budget and
annual report, review of the monthly statement of financial activity and review of the monthly list of payments.
Responsibility for the financial management of the Shire rests with the CEO, as detailed under Financial
Management Regulation 5(1).

3.1.1  Appropriateness

Considering the size, resources, variety of operations and the context in which the Shire of Three Springs
operates, documented internal control procedures relating to financial management systems, are considered
largely appropriate as a means of maintaining a high level of control over the financial management of the
Shire. Our assessment as to the appropriateness is subject to identified weaknesses being addressed, and
provided that internal control procedures are routinely and consistently@pplied. Weakhesses were identified
with current controls and procedures, these are explained within Sectien 6.0)kramewark Design of this report.

3.1.2 Effectiveness

Considering the results of other elements of financial management systems and processes where documented
and routinely tested, the current practices undertaken by.the Shire of Three Springs may be considered
generally effective. Our assessment as to effectivengss is subject te the implementation of the improvements
highlighted in Section 7.0 Framework Implementation ef this report.

Whilst generally considered effective, weakngsses Were identified where internal controls are not considered
effective. These are explained within Section 7O\Framewaork Implementation of this report.

3.1.3 Improvements

Details of recommended improvements to the current financial management, procedures and systems for the
Shire are set out within the frameworkdesign and implementation sections of this report. Key improvements
to the appropriateness and effectiveness of these procedures and internal controls include:

e |T controls;

e Bank account authorisations;

e Investment register;

e Compliance relating to information accompanying rates notices;

e Stock controls;

e Revenue and management controls of standpipe water;

e Fixed asset acquisitions and disposals;

e Procurement controls; and

e Payroll controls.
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3.0 Review Summary (continued)

3.2 Risk Management

The Shire of Three Springs initially developed its formal risk management processes with the adoption of a Risk
Management Policy 11000. The Policy refers to the Risk Management Standard ISO 31000:2009. The policy
document forms the basis for risk management activities within the organisation.

3.2.1 Appropriateness

Currently, a documented entity wide Risk Management Policy is in existence to guide the implementation of
risk management throughout the organisation. The current policy is based on the previous Risk Management
Standard, AS/NZ ISO 31000:2009, which was updated in February 2018. The updates to the Standard were to
highlight the leadership of top management and integration of risk management in organisations, along with
the iterative nature of risk management. Update of the Shire’s policy and framework to align to the new
standard is encouraged to help ensure the appropriateness of risk management practices.

Considering the size, resources, operations and the context in which the Shiré of Fhree Springs operates, a
documented risk management policy and procedures aligned to ISO 31000:2018 s considered appropriate as
a means of uniformly supporting decision making and documenting thexérganisation's response to risks.

3.2.2 Effectiveness

The current risk management policy reflects the Shire’s commitment to arganisation wide risk management
principles, systems and processes aimed at optimising the@achievement of objectives, embedding controls to
mitigate risk, improving corporate governance and planning for continuity of critical operations. Development
and application of risk management systems and precesses-aresfequired to be implemented throughout the
organisation in order for risk management pfoecesses and procedures to be considered effective.

3.2.3 Improvements

Improvements to risk management practices and policies are detailed within the framework design and
implementation sections of this repart, withtkey matters summarised as follows:

e Review and update, throughradoption by Council, the risk management policy to align to the new Risk
Management Standard, ISO 31000:2018;

e Implement/ a risk management framework / strategy aligned to the current risk Management
Standard, I1S© 31000:2018;

e Develop and applyrisk management activities to existing practices in accordance with a suitable risk
management framework; and

e Ensure appropriate management of operational risks for high risk areas.
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3.0 Review Summary (continued)

3.3 Internal Control

A formal internal control policy has not been adopted by the Shire of Three Springs. A policy to guide the Shire
would assist to ensure an iterative approach to evaluating the internal controls, systems and procedures, as
well as providing a mechanism whereby regular review and updates occur.

3.3.1 Appropriateness

Considering the size, resources, operations and the internal/external context in which the Shire of Three
Springs operates, the internal control framework, procedures and systems as described to us are considered
appropriate for certain areas of operations. A number of internal controls were identified where these controls
are not considered appropriate, such as bank authority listings and the maintenance of an investment register.

3.3.2 Effectiveness

Considering the overall results of monitoring and compliance practices undeftaken, by the Shire of Three
Springs, the current internal control framework, procedures and systems (wheredocumented and routinely
tested) may be considered effective. Our assessment as to effectivenessyis subjectyto the implementation of
the improvements detailed in the framework implementation section ofthis report.

3.3.3 Improvements

Recommended improvements to the current internal controlffamework, procedures and systems are detailed
later within the framework design and implementation sections ofgthis report with selected key improvements
to internal controls summarised as follows:

e The development of a documented“internal control policy, promoting a risk-based approach to the
development and maintenance of decumentedginternal controls and procedures. This suggestion is
intended to support a continual assessmentyof appropriate controls throughout the organisation by
identifying the need for new controls (based on risk) and ensuring existing outdated and unnecessary
controls are discontinued;

e Finalisation and testing of IT'Disaster Recovery Plan;

e Removal of elécted members/and previous staff as authorising parties on Shire bank accounts;

e Development of a Busihess Continuity Plan;
e Key internal'eontrolséhould be documented either as procedures or checklists;

e Procedures should be defined to improve the management of issues surrounding changes to internal
controls;

e Measures should be taken to ensure staff are fully aware of, and understand, relevant internal
controls; and

e Financial management control recommendations discussed at Section 3.1 of this report be
implemented.
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3.0 Review Summary (continued)

3.4 Legislative Compliance

Currently, no legislative compliance policy exists to communicate expectations of Council in relation to
legislative breaches and regulatory compliance. Reliance in this regard is dependent upon the knowledge and
experience of senior staff and their desire to achieve high levels of legislative and regulatory compliance.

3.4.1 Appropriateness

Considering local governments generally maintain a low risk appetite for breaches of legislation, a documented
legislative compliance policy would be considered appropriate to reflect Council’s low risk appetite in relation
to legislative breaches. Whilst reliance on experienced senior staff for legislative compliance is considered
appropriate it carries high risk where the number of experienced senior staff is low.

3.4.2 Effectiveness

Maintaining legislative compliance is heavily reliant on the knowledge, experience and commitment of senior
staff, to identify and prevent breaches of legislation. As a consequence, staff'turnover,s)competing priorities
and variations in workloads may have a significant negative impact oflegislative‘cempliance. Therefore, one
of the most effective controls in maintaining legislative compliance is"a‘motivated, stable, experienced and
knowledgeable senior management group.

Instances of non-compliance with legislative requirements were identified during our review. Apart from the
noted breaches of legislation, and in the instances where the effectiveness was able to be assessed, the current
legislative compliance control procedures and systems, wereconsidered effective.

3.4.3 Improvements

Improvements to the current framework,\proceduresiand systems for legislative compliance are set out later
within this report and summarised as follows;

e Development of a legislative,¢compliance policy dealing with internal legislative compliance;
e Review meeting procedures.andirecording of minutes and disclosures;
e Ensure any duties,delegated to contractors / officers are provided for within relevant legislation;

e Further deyelopment@and approval of authorised checklists for functions which require a high level of
legislative compliance; and

e Update the current staff training matrix and coordinate across the organisation. A risk based training
matrix should help ensure staff with the responsibility for preventing, identifying and reporting
breaches of legislation are offered relevant training to ensure their knowledge of legislative
requirements is maintained and qualifications are maintained and up to date where required.
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4.0 Methodology

4.1 Review Methodology — Financial Management Review

The objective of this review is to assist the CEO of the Shire of Three Springs to discharge responsibilities in
respect to Regulation 5(2)(c) of the Local Government (Financial Management) Regulations 1996 (as
amended).

In carrying out our review, we examined documented policies / procedures, undertook walkthroughs of key
systems and procedures and performed limited detailed testing procedures to identify weaknesses in the
financial management system and report to the CEO on the appropriateness and effectiveness of the control
environment within the Shire, as required by regulation 5(2)(c) of the Local Government (Financial
Management) Regulations 1996.

To this end we examined the following financial systems and procedures of the Shire.

e Bank reconciliations and petty cash management; &

e Trust fund; \
e Receipts/receivables;

e Rates;

e Fees and charges;

e Purchases, payments and payables (ncudEur@rs),

e Payroll; *
e Credit card procedures;

e Fixed assets (including acquisitions, 0s d depreciation);
e Cost allocations;

e Administration allocati

e Financial rep nd

e Budget.
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4.0 Methodology (continued)

4.2 Review Methodology — Risk Management, Legislative Compliance and Internal
Controls

The primary goal of this review is to assist the CEQO of the Shire of Three Springs to establish the
appropriateness and effectiveness of the Shire of Three Springs’ systems and procedures in relation to risk
management, legislative compliance and internal controls.

Internal controls are designed to treat risks and form part of the risk management process. Non-compliance
with legislation is one of the risks that would usually be identified as a consequence of applying a risk
management process.

The Australian Standard for Risk Management, I1ISO 31000:2018(E), identifies4three components in the
application of risk management, being Principles, Framework and Process, as set out iagram 1 below.

Diagram 1. Risk Management Principles, Framework and Process

L 2

Continual
Improvement

Integrated

o

7,

Structured and
nprehensive

Human and
Cultural Factors

Best Available Customised
Information

/

Inclusive

Principles (clause 4)

Scope, Context, Criteria
Integration

N\_

Leadership and o
Commitment

Risk Assessment

Risk
Identification
Risk Analysis

Risk Evaluation

Risk Treatment
RECORDING & REPORTING

COMMUNICATION &
CONSULTATION
MONITORING & REVIEW

Design

Implementation

Framework (clause 5) Process (clause 6)

Source: Australia/New Zealand Standard 1SO 31000:2018
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4.0

Methodology (continued)

4.2

Review Methodology — Risk Management, Legislative Compliance and Internal
Controls (continued)

In undertaking our review, we have applied the three ISO 31000:2018 framework components, as set out on
the previous page, to the review topics (risk management, internal controls and legislative compliance). This
involves a process incorporating the five risk management framework components, Integration, Design,
Implementation, Evaluation and Improvement, into the review of systems and processes:

Identify the extent of leadership and commitment to the principles;

Assess the extent of integration of risk management within the Shire;

Assess the design of the current framework through an understanding o Shire and the context
within which it operates (risk management, legislative compliance i nal controls) after
considering the overall context in which the review occurs; .

Assess the implementation of the current framework;

Assess the extent of evaluation of the current framework and it ti ssin supporting the Shire’s
objectives;

Assess the current framework and improvements to bility, adequacy and effectiveness of the
framework;

Review the current process for the Shire’s s ation of policies, procedures and practices

to the activities of communicating an
monitoring, reviewing, recording @nd

ing, establishing context, assessing, treating,
, internal controls and legislative compliance; and

Report on the appropriateness an ss of current systems and procedures.

This evaluation is based on interviews key staff, review of requested documentation listed in the
Appendices and reference to any ext | audit reports or reviews previously conducted.
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5.0 Appropriate Framework

5.1 Risk Management, Internal Control and Legislative Compliance

The following framework was identified as being appropriate for risk management, internal control and
legislative compliance for the Shire of Three Springs, after consideration of the current internal and external
influences.

Diagram 2. Risk Management, Internal Control and Legislative Compliance Framework

Improvement Integration
Sections 4-8 Sections 4-8

Evaluation

Section 8

Implement- ‘
atic ‘
Section 7

A high-level review of risk management s i nal controls and legislative compliance was undertaken
which precluded detailed testing of al trols and legislative compliance.

The results of our review, as detailed wing pages, are set out with reference to the structure of the
above framework. With asses ollowing areas:

Design Evaluation

6.1 Strategic Plans |\ 7.1 Strategic and Operational Plans 8.1 Council and Audit and Risk Committee

6.2 Council Policies oerational and Financial Procedures 8.2 Strategic and Operational Registers

7.3 Human Resource Management and 8.3 Annual Compliance Audit Returns
Practices

7.4 Insurance 8.4 Complaint Handling

8.5 Audit Practices

8.6 Reviews required by the CEO

Integration along with Leadership and Commitment were assessed within each of the elements of the
framework.
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6.0 Framework Design

6.1 Strategic Plans

The Shire of Three Springs has adopted two key strategic documents, the Strategic Community Plan 2018 -
2028 and the Corporate Business Plan 2017-2021. These plans identify the Council’s organisational objectives
and key outcomes, as the Shire progress on its stated vision “Three Springs becomes a healthy and unified
community with a bright future”.

The Strategic Community Plan recognises the community’s aspirations and values through the following key
focus areas:

1. Economic Development: A prosperous, thriving and innovative local economy;

2. Environment: To have a sustainable natural and built environment balanced with the needs of the
community;

3. Community Wellbeing: A healthy, cohesive and safe community; and
4. Civic Leadership: A collaborative and forward thinking community that'is guided by strong leadership; and

In seeking to achieve its objectives, the Shire of Three Springs facestboth inhesent and business risks. Whilst
striving to fulfil expectations, it is also expected to meet compliance withinumerous legislative requirements.
To manage these risks, the Shire has established various progesses, systems and controls.

The Strategic Community Plan references strategic challefges which might affect the Shire, and the
community’s aspirations / vision, and the projects andprogramswhich will be implemented through the plan.

This review examines the appropriateness@nd effectivenessrof the organisation’s risk management systems,
internal controls and legislative compliancesimtheicontext of the Shire striving to achieve its stated objectives.
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6.0 Framework Design (continued)

6.2 Council Policies

Whilst the operations of the Shire are the responsibility of the CEO, the Council is responsible for setting the
framework for operations via adopted Council policies. These policies represent an overarching framework
relevant to risk management, internal controls and legislative compliance and have been reviewed for
appropriateness and effectiveness.

A list of policies reviewed is provided in Appendix B - Council Policies Examined. The table below details matters
identified and associated suggested improvements.

Policy Purpose / Goal Matters Identified / Improvements
1005 Council Policy to set out criteria  The Policy stipulates reimbursements for. €ouncillor travel will
Expenses to determine expenses  be a rate set by Council when Councillers use,a personal

to be met by Council for vehicle for travel. The most recent determination published by

travel or attendance at  the Salaries and Allowances Tribunal (SAT)/sets out that travel

conferences and training is to be reimbursed to elected membersavhen attending

seminars. Council or committee meetings at the same rate as Section
30.6 of the Local Goverfiment Officers’ (Western Australia)
Interim Award 20114lt also sets out travel is to be reimbursed
when performing.otherfunctions under the express authority
of the local go¥ernment, inraccordance with the Public Service
Award 1992.

Improy@menty

Reviiew and update the Policy to separate and clarify the
calculation method for reimbursement of travel as set out
with,the'most recent determination published by the SAT.

2011 Policy to provide and The Policy does not provide for the handling of complaints
Complaints efficient, effective.andy, against the CEO. A complaints register is required to be
Handling consistent approach'to > maintained under the policy and is included at Appendix B of
the management of the policy manual, however we did not observe evidence of
camplaints. this register being maintained.
Improvement:

Review and amend the policy to provide a mechanism for the
handling and resolution of complaints regarding the CEO.
Establish a complaints register as required under the policy.

3008 Regional Policy to set out criteria The Policy allows for discounts not permitted by legislation

Price to be applied for pricing such as a “Works — Local Content’ component, where
Preference assessment of regional / additional discounts are applied for procurement evaluation,
Local Goods local businesses in in addition to price reductions permitted by legislation.

and Services procurement evaluation.
Improvement:
Review and amend the policy to only include discounts
permitted by Local Government (Functions and General)
Regulations 1996 Regulation 24D.
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6.0 Framework Design (continued)

Policy Purpose / Goal Matters Identified / Improvements

3007 Policy providing a best ~ The Policy provides limited direction in relation to contract

Purchasing practice approach and  variations and extensions of contracts awarded or against a
procedures for written specification not awarded by tender. Extension of
purchasing. contracts and associated price changes are also not covered

by the Policy. For contracts awarded by tender, legislation

Ensure consistency for all . ¥ _
provides minimum requirements.

purchasing activities that

integrates within "’_‘” the  pyrchasing requirements for procurement of goods or
Shire of Three Springs  sarvices in accordance with the exemptions under Local

operational areas. Government (Functions and General) Regulations 1996
Requires compliance Regulation 11(2), above $150,000 are notincluded within the
with the Local Policy. It is noted the practice of testingithe'market through
Government Act 1995 sourcing multiple quotations.whenfusing the exemptions is
and Functions and sometimes occurring, and the policy should be updated to
General Regulations reflect the expectation andiréquirements

1996. " 9

The Policy requires decisions nat.to.call tenders for exempt
purchases above $150,000 shall be by Council resolution. Our
limited testing noted instances'where exempt purchases
greater than $1650,000 were made without any Council
resolution.

Improvgmengs;
Amendithe Policy to provide the following:

Prohibit,price variations to existing contracts awarded by
tender other than those provided within the original contract,
as required by Local Government (Functions and General)
Regulations 1996 Regulation 11(2) (j) (iv).

Purchasing requirements for the issuing of contract variations
and extensions for contracts not awarded by public tender.
Consideration should be given to circumstances where the
contract value increase over a policy threshold level, due to
the variation or extension.

Insert purchasing requirements for procurement of goods or
services made under the exemptions under Local Government
(Functions and General) Regulations 1996 Regulation 11(2).

Update purchasing procedures and train staff to ensure they
are aware of the requirement for a Council resolution where
not calling tenders for purchases above $150,000 made under
the exemptions of the Local Government (Functions and
General) Regulations 1996 Regulation 11(2).
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6.0 Framework Design (continued)

Policy Purpose / Goal Matters Identified / Improvements
3009 Corporate Policy to regulate the use We noted the practice of credit card transactions and
Credit Card of corporate credit cards acquittals being reviewed by an independent officer, however
issued to employees. the policy does not require this practice to occur.
Improvement:

Update the policy or associated procedures to require
independent review and authorisation of credit card
transactions and acquittals, as well as acknowledging
transactions as having been made and authorised by the CEO.
The practice of separately highlighting transactions made on
the CEQ’s credit card for presentation texCouncil should
continue.

Appendix D To provide guidance to  Section 2.4 Gifts and Bribery of thefcurrent Code of Conduct

Code of Council members, makes reference to a value of a,tokendgift, which is
Conduct for committee members, inconsistent with the provisions‘of.the Le¢al Government Act
Council contractors and 1995 and the Local Government (Administration) Reqgulations
Members, employees of 1996. In its current forpthere‘isine, clarity for elected
Committee enforceable rules and members and employees asto their disclosure obligations.
Members and  requirements as B v
Staff prescribed in relevant Contractors and voluntgers are r_10t bound by a Code of_
legislation. Conduct when'perfoermingfunctions on behalf of the Shire.
Elected members,committees, contractors and volunteers are
not required to,sign the Code of Conduct acknowledging they
have read and understand the requirements within.
N.B. Changes to b provements:

requirements for Codesof Review the section of the Code of Conduct relating to
Conduct resulting from gjsclosure requirements for gifts to highlight these need to be
the Local Government  mage in accordance with legislation. Consider amending the
Legislation Amendmenty code of Conduct so legislative requirements are not restated.
Act 2019 areyet to Be " \Where legislative requirements are unclear or there is a desire
proclaimed. _ for greater requirements, suggest this be covered by relevant
Improvements ”Ot‘?d will policies, given the complexities involved in re-working the
require review against  code of Conduct to maintain currency when changes are

regulations once made to legislation.
available:

Expand the scope of the Code of Conduct to include actions by
volunteers and contractors. Alternatively, a separate Code of
Conduct be developed for volunteers and contractors.

Update the Code of Conduct as well as induction procedures
to ensure all persons subject to the Code of Conduct sign and
acknowledge they understand the content.

11000 Risk Policy to set out the The current Policy is based on a superseded Risk Management
Management  Shire’s approach to Standard.
Policy articulate its
commitment to Risk Improvement:
Management. When next undertaking a review of the Policy, update the Policy
to align to the current Risk Management Standard I1SO
31000:2018.
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6.0 Framework Design (continued)

Policy Purpose / Goal Matters Identified / Improvements
Internal Control A policy to evidence Currently, no policy on internal controls has been adopted by
Policy Council’s commitment to Council.

Internal Controls and

their importance to the

organisation. We suggest an Internal Control Policy be formulated and
adopted to formalise Council’s commitment to internal controls,
based on a risk management process.

Improvement:

Policy Review  Routine review of Policies are reviewed annually by Council to help ensure they
Policies to help ensure  remain current. There is no ‘history’ (adoption / review) to
they remain current. indicate where policies have been revie and amended.

Improvement:

Following review of Policies @ OUNcj ate the latest
‘history’ date on the Polic i curate record of
when the Policy was revie ed and adopted.

Attendance at A policy to enable council Currently, no policy

Events Policy  to actively consider the by Council.
purpose of and benefits
to the community from
attendance at events by ttendance at events policy as required by
elected members and
the chief executive

officer.
Legislative A policy to evidence C ntly, no policy on internal legislative compliance has been
Compliance Council’s commit t toadopted by Council.
Policy legislative complian
and its impor; Improvement:
organisation Development and adoption of an internal legislative compliance
policy may help formalise Council’s commitment to legislative
compliance.
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7.0 Framework Implementation

7.1 Strategic and Operational Plans

The Council has several strategic and operational plans which form the basis of entity level controls and entity

level risk assessments.

A list of plans reviewed is provided in Appendix C - Plans Examined. The table below details areas for possible

improvement in relation to the plans examined.

Plan Purpose / Goal

Matters Identified / Improvements

Business Plan to facilitate organised

Continuity Plan  decision-making in the event
of a major incident impacting
the Shire’s ability to continue
normal operations.

ICT Disaster Plan to address the handling
Recovery Plan  of ICT disaster recovery.

Corporate A plan to guide the internal

Business Plan operations of the Shire fin
delivering services to the
community.

Workforce Plan Décument to enable
appropriate\planning of the
warkforce to deliver the
Corporate Business Plan, and
consider workforce
implications of the Strategic
Community Plan.

Shire of Three Springs

A Business Continuity Plan was not available for inspection.

Improvement:

Develop a Business Continuity Plan‘and test it to ensure
validity. Identify and document key. business continuity risks
along with the treatments, to feducexthe fisk to an
acceptable level.

An ICT Disaster Recovery, Planiwas adopted in April 2016. At
the time of this review, theyplanhad not yet been tested.

Improvement:

Test the IGTDisasteriRecovery Plan to ensure validity.
Identify and docufnent key ICT risks, along with the
treatments to reduce the risk to an acceptable level.

The Corparate Business Plan has not been reviewed
annually.as required by Local Government (Administration)
Regulations 1996 19DA (4).

lbpprovement:

To help ensure compliance and provide sound planning
direction to the organisation, the Corporate Business Plan
should be reviewed annually.

The Workforce Plan 2013-2017 has not been reviewed since
it was developed and is now out of date. Although there is
no statutory obligation to adopt the plan, it is required by
the Department Local Government, Sport and Cultural
Industries Integrated Planning and Reporting Advisory
Standard (September 2016), and to be aligned to the
Corporate Business Plan and annual budget.

Improvement:

Review and update the Workforce Plan to maintain
effective alignment with IPR documents, and to include all
required data and information as published within the
Department Local Government, Sport and Cultural
Industries Integrated Planning and Reporting Advisory
Standard (September 2016).
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7.0 Framework Implementation (continued)

Plan Purpose / Goal Matters Identified / Improvements
ICT Strategic Plan to guide the future An ICT Plan highlighting and addressing ICT risks and how
Plan development and delivery of they are to be addressed was not available for inspection.

ICT services and address the
handling of ICT disaster
recovery.

Presently IT support services are received from a contractor
based in Perth. No formal service level agreement exists for
this arrangement.

Improvements:

Develop an ICT Strategic Plan identifying and documenting
key ICT risks along with the treatments to reduce the risk to
an acceptable level.

ill assist in
| agreements
issued to different

Careful development of an ICT s
developing a scope to articula
for a range of IT service§to b
providers.

N\
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7.0 Framework Implementation (continued)

7.2 Operational and Financial Procedures

In seeking to achieve its stated vision, the Shire of Three Springs delivers a number of services to the
community. Meetings were undertaken with key staff in each of the areas of service responsibility, as well as
examination of documented processes, to determine the practices applied to issues of risk management,
internal controls and legislative compliance. A summary of the reviews undertaken to evaluate the controls is
included at Appendix C.

We observed a number of practices and procedures in place, however their application was noted to not
always be consistent. Considering the number of services provided and the current staff resourcing, a risk
based approach to the prioritisation of the review and development of new procedures is recommended. The
table below details areas of suggested improvement in relation to policies and procedures examined.

Plan Purpose / Goal Matters Identified / Improvemeni$
Risk Procedures and practices Risk management activities currently dndertaken are largely
Management  to set out a uniform documented, with existingproceduresbased on a superseded
Procedures approach to the risk management standard:
identification, —_
Improvements:
assessment,
management, reporting  Risk management procedures be updated, and a process
and monitoring of risks. ~ developed in aécordance with any update to the risk
managément policy.
Implemient risk management procedures and processes
throughout the erganisation.
Procedure Process to control and Processifor amending or changing procedures are not
Changes manage change to formalised. This creates opportunities for unilateral
procedures. undocumented changes to procedures and a breakdown in key
controls.
Improvement:
Establish a process for the development, review, amendment
and authorisation of procedures, checklists and other internal
control documentation, throughout the organisation to assist
with managing changes to procedures.
Workflow Workflow process Workflow diagrams have not been compiled for undocumented
Diagrams diagrams create a visual procedures.

representation of a

process, clearly

identifying key points of ~In conjunction with, or as an alternative to, the development of

control and documented procedures and checklists, update and

responsibility. development of workflow process diagrams may assist in clearly
identifying controls and processes to be followed where
procedures or checklists do not exist.

Improvement:
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7.0 Framework Implementation (continued)

Plan Purpose / Goal Matters Identified / Improvements
Rate notices Compliance with The 2019/20 rate notice and the 2019/20 information
and information statutory requirements accompanying the rate notice did not contain a statement that
accompanying when issuing rates penalty interest on overdue rates and charges will continue to
rate notices notices. accrue daily until arrears are paid, as required by regulation
56(4)(e) of the Local Government (Financial Management)
Regulations 1996.
Improvement:

Ensure all information required by the Local Government Act
1995 and associated regulations, is included in future rate

Bank Account
Authorisations

Ensure only current and  Previous staff and elected members
appropriate personnel  members, were listed as authorising
are authorising parties  accounts as at the time ofiou j
on bank accounts. should be reviewed regularly:to e

Improvement:

Elected members h
should not be li
the previous staff and elected
rent elected members should be

ICT Security

Procedures and practic reo >d controls in relation to the access to IT systems
to ensure the security o ysical access to hardware. Some levels of

IT information, systems i s have been established to network access to

and Data. e and data, however this is largely undocumented.

Improvement:

Undertake a comprehensive IT security review, articulate current
practices and implement findings of the review.
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7.0 Framework Implementation (continued)

Plan Purpose / Goal Matters Identified / Improvements
Overhead & To allocate indirect costs No process is currently in place to determine the allocation of
Administration in a practical and indirect costs. From staff representations, current allocation
Allocations efficient manner. rates are based on historical estimates and reviewed informally
during budget preparations each year. No calculation method to
support the allocations was available.
Improvement:
Undertake a review of activity based costings to support
calculation of overhead and administration allocations.
Checklists Checklists document the Checklists of key functions are maintained for selected functions.

Stock Control

Standpipe
Water Billing

completion of multiple  Checklists were not maintained and evidenged for all standard

steps within an overall routine functions such as end of mofnth recongiliations and

process. reporting across the organisation. |t was noted some staff have
commenced with the creation ofichecklists and procedures.

Improvement:

Creation and maintenance of standard checklists may assist in
evidencing key points of contrel and serve as a reminder.
Checklists assistdmensuring compliance with repetitive
legislative compliance tasks. Staff are encouraged to continue
with the development of checklists and procedures for routine
functions, including evidencing independent review.

Process to ensure stock is Nodiermal process exists to monitor fuel stock allocated through
correctly allocated, as fuel cards. Fuel is recorded as it is allocated and reviewed for
well as to reduce the reasonableness by management each month.

potential for theft or . 4

misappropriation Wprovement:
. Develop and implement procedures for the monitoring of fuel

stock on hand in an effort to improve opportunities to detect
any issues or potential misuse with fuel allocations.

Procedures ahd systems One standpipe for which the Shire is responsible, is unlocked and

forrestricting accessible by members of the public. Current controls in relation
unautheriséd access to  to the capture, recording and billing of water usage by third
standpipe. parties in accordance with the schedule of fees and charges are

considered inadequate. It is acknowledged management are
aware of the weaknesses and are planning to address these.

Improvement:

Improve systems and procedures for controls around preventing
unauthorised access to water from the standpipe, including
documented procedures for the recovery of third party usage by
administration staff in accordance with the adopted schedule of
fees and charges.
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7.0 Framework Implementation (continued)

Plan Purpose / Goal

Matters Identified / Improvements

Asset Disposals Procedures for the
disposition of property in
accordance with the
requirements of section
3.58 of the Local
Government Act 1995
and regulation 30 of the
Local Government
(Functions and General)
Regulations 1996.

Procurement Procedures fof the
procurement of goods or
sepvices.

Shire of Three Springs

Our limited testing noted instances where assets have not been
disposed of in accordance with section 3.58 of the Local
Government Act 1995 and the Local Government (Functions and
General) Regulations 1996.

e Two instances noted were the result of one large plant item
and one smaller plant item being traded at the same time of
purchasing a new plant item. Although the purchasing policy
and legislative requirements allowed for the new plant item
to be purchased without going to tender, the disposition of
the traded plant item is not captured by these same
exclusions.

e We noted another instance whefe expressions of interest
were called for the sale of‘an item of plant by the Shire which
sold for more than $20,000, through.af advertisement
published in a regional Aewspaper., Section 3.58(2) of the
Local Government AEt 2995 regquiires property to be disposed
of only through either public auction or by tender, unless
exempted by_the Local Government (Functions and General)
Regulations 1996. We also noted minimal support
documentation to verify the process, evaluation and award of
the disposition:.

iMmprovement:

Ensurefuture asset disposals are in accordance with the
requirements of section 3.58 of the Local Government Act 1995
and‘the Local Government (Functions and General) Regulations
1996.

Through limited testing of payments, an instance was noted
where a purchase order did not pre-date the invoice, and an
instance where no purchase order was issued for the invoice
paid.

An unauthorised purchase was identified, relating to a gift
purchased for a departing employee. The purchase was initiated
by elected members and then presented for payment through
the administration office.

A contract of sale was entered into for the purchase of property
during 2018, without a budget provision or a Council resolution
to support the unbudgeted purchase. Section 6.8 (1) (b) of the
Local Government Act 1995 requires a local government not to
incur expenditure from its municipal fund for an additional
purpose except where the expenditure has been authorised in
advance by an absolute majority of Council. An item was
presented to Council to endorse the purchase of the property
after the contract of sale had been entered into, however this
occurred prior to the adoption of the annual budget which
provided for the purchase.
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7.0 Framework Implementation (continued)

Plan

Purpose / Goal

Matters Identified / Improvements

Procurement
(continued)

Improvements:

All procurement of goods or services should be undertaken in
accordance with legislative requirements and the Purchasing
Policy. Any instances where a purchase pre-dates a purchase
order should be documented, reviewed and authorised to
demonstrate controls have been developed to comply and
ensure the purchasing policy has been adhered to.

Elected members individually have no purchasing authority and
are not authorised to incur expenditure on behalf of the Shire,
unless by Council resolution. Future gi ould be procured to
align and comply with the purchasing policyaand delegated levels
of authority.

Examine systems, processes? | @ nsure those with
delegated purchasing authori h the provisions of
the purchasing policy and i

Procurement
Assessment

Procedures to provide
probity for the
assessment of
procurement options
received.

Whilst there are documen | requirements when
undertaking assess onses to requests for
guotations, it i 2 often this is conducted by only one
officer regard purchase value.

curement options, at least three persons should assess the
procurement option independently of each other. Documented
processes should require a higher level of probity and due
diligence, the higher the value or risk associated with the
purchase.

Persons assessing any significant procurement should be
required to declare any matters which may impact or be
perceived to impact on their independence. Procedures for the
declaration of interests prior to procurement assessments being
undertaken should also be documented for high value purchases
and tenders.
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7.0 Framework Implementation (continued)

Plan Purpose / Goal Matters Identified / Improvements
Tender Procedures to provide  Procedures for the assessment of tenders against the selection
Assessment probity for the criteria are not consistently applied. We noted an instance

assessment of tenders ~ Where a tender scope was developed by an external consultant,
who also undertook the only assessment of the tender. No
procedures or correspondence were available to ensure the
independence of persons in assessing the tender. We note the
consultant who undertook the assessments is currently engaged
to oversee the works, review applications for payment by the
supplier and plan works to be undertaken.

received.

Documented procedures are not in place to require declarations
of interest and confidentiality to be signedyprior to assessments
being undertaken for tenders.

Improvements:

To help ensure probity andhfairness whenfassessing tenders,
procedures for the processtobe undertaken in assessing
tenders should be followed andidocumented with at least three
persons assessing theltendenindependently of each other.
Persons assessing any:significant procurement should be
required to deglare‘any matters which may impact or be
perceived to impact on\their independence.

To help.ensure prabity and fairness when assessing tenders,
procedures for the declaration of interests prior to assessing
ten@dersshould be documented.

Local Laws To assist local We noted a number of local laws exist, however evidence of any
governments in recent reviews of local laws were not available for our
performing its funetions. Ihspection. Some local laws appear to be inoperative (as

provided by section 3.7 of the Local Government Act 1995).

Improvement:

Review local laws within an eight year period as required by
section 3.16 of the Local Government Act 1995, or alternatively
consider repealing inoperative local laws as detailed in section
3.12 of the Local Government Act 1995.

Outstanding Process to ensure We did not observe any formal procedures relating to the
Purchase invoices are being routine monitoring of and clearance of outstanding purchase
Orders processed in a timely orders.

manner and in Improvement:

accordance with the

. . Establish procedures to include review of the status of
purchasing policy.

outstanding purchase orders as part of end of month processes.
Ensure any controls developed are routinely and consistently
applied.
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7.0 Framework Implementation (continued)

Plan Purpose / Goal Matters Identified / Improvements
Acceptance of  Ensure the annual report The 2017-18 annual report was not accepted by Council as
the Annual is accepted by Council required.
Report and published to the The 2017-18 annual report was uploaded to the Shire’s website
local government on 26 March 2019.
website as required.
Improvements:
Ensure future annual reports are accepted by Council as
required by section 5.54 of the Local Government Act 1995.
Ensure process is in place for the annual report to be uploaded
to the Shire’s website within 14 days of aeceptance by Council,
as required by section 5.55A of the Local Gavernment Act 1995.
Information Ensure information is We noted the following infogmation (infaddition to other matters
Required to be published for public noted throughout this repor?1 s not @ published on the
Published on  information as required  Shire’s official website:
Official Local by legislation. e Copies of local laws;
Government e Confirmed minut p meeting of Council held 31
Website

July 2019; and

ti f electors held 6 February 2019.

published on the Shire’s official website as
ion 5.96A of the Local Government Act 1995.

Aquatic Centre
Cash Handling

ation to the handling of cash received at the
g pool facility are considered inadequate.

Procedures and systems
for the handling of cash
at the swimming po
facility.

pri

Remove or significantly reduce the potential amount of cash
received at the swimming pool facility, through use of pre-

purchased vouchers, EFTPOS etc. Should cash continue to be
accepted, appropriate procedures and controls are required.
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7.0 Framework Implementation (continued)

7.3 Human Resource Management and Practices

A number of components constitute the organisation’s human resource management practices and form an
essential element of risk management, internal control and legislative compliance. Each of these elements is
examined in the table below.

Component Purpose / Goal Matters Identified / Improvements
Staff Training To ensure staff have access to  Planned staff training needs for employees are currently
ongoing and appropriate identified and recorded in a training matrix. This matrix
training. has not been updated for a number of years.
Improvement: :

Refine the current staff training matrix to identify staff
training needs relevant to theirfrale, ensuring it is co-
ordinated across the organisation, menitors currency of
required licences and qualifications, jand is regularly
reviewed and updated:

Timesheet To provide a record of hours  Through review of payrall processes, instances were
Authorisation ~ worked by staff for accurate  identified wherefthere wasiné evidence of review and
processing of fortnightly authorisation @f time records by an authorising officer.
payroll. . N
Improvepfent

Efisure all timesheets are properly completed, and
authorised,when forwarding to staff for processing
throughifortnightly payroll to ensure employees receive
correct engitlements.

Staff Contracts  To provide a documented Through our limited testing, we noted an instance where
record of the terms and evidence of correspondence on an employee file to
conditions of each employee’shsupport the current rate of pay applied through the
contract of employment. payroll was not available between December 2015 and

September 2019.
Improvement:

Undertake a review of all personnel to reconcile
documentation relating to conditions of employment,
remuneration, roles and responsibilities.

Employee Procedures'to ensure staff No formal process or procedure is currently in place to

Termination physical'and IT access is ensure the appropriate termination of employees.

Procedures removed and Shire assets Departmental managers have the responsibility of
returned at the time of ensuring Shire assets are recovered, however there is no
departure. structure in place to ensure IT permissions and security

codes are restricted, or for Shire property (phones,
vehicles, keys) to be returned prior to the employee
finishing with the Shire.

Improvement:

Establish procedures or checklists to manage and
document the termination of employees, ensuring access
to IT systems, etc. is appropriately restricted and all
allocated Shire assets are recovered.
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7.0 Framework Implementation (Continued)

Component Purpose / Goal Matters Identified / Improvements

Staff Induction  Controls to assist with Staff inductions appear to be consistently applied

Processes adequate information, throughout the organisation. The code of conduct is not
instruction and training to all  included within the checklist of requirements for a new
Shire employees employee commencing.

Copies of employee driver licences are checked for
currency and recorded on employee personnel files, but
not reviewed subsequent to the initial inspection.

Improvements:

Ensure all new employees of Codncil are appropriately
inducted, with evidence of inductions retained on
employee files.

Establish procedures t’ens esiof employee driver
licences, and other ions and
qualifications releva osition, are routinely
recorded on em

Payroll Procedures to assist with i i r processing and reviewing
Exception accurate processing of ith review and capture of employee
Reporting employee entitlements. i ces, deductions, etc. This is

rocessed to the previous payroll reports
erification to employee master records. Staff
sed more formal documentation / checklists are
intended to be created to assist with payroll processing,
eview and authorisation.

Improvement:

A full review of procedures and controls is required to
determine practical procedures, documentation and
controls for the accurate processing of payroll each
fortnight. Details for each employee should be reviewed
against individual employment contracts to capture
allowances, deductions, entitlements etc, into a master
list, with appropriate review and authorisation for
accuracy. Payroll exception reporting and review of audit
trails should be undertaken to capture anomalies or
unauthorised changes.
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7.0

Framework Implementation (continued)

7.4 Insurance

At present, the Deputy Chief Executive Officer annually reviews the completeness of insurance, which is
presented to the Chief Executive Officer for final review. Discussions are also held with the insurers annually
and adjustments to policies and insurance levels made as considered appropriate. The insurance values of
buildings, plant and equipment are based on the three-yearly valuations of building assets undertaken by

registered valuers.

Component Purpose / Goal

Matters Noted / Improvements

Events Insurance Insurance cover maintained by

community groups for when

holding events on Shire property. property. Reliance is place

Community Groups’ insurances are not always
assessed prior to events being held on Shire
event organisers to

ensure copies of insur are provided.

Improvement:‘

To help ens Il t d on Shire property
have relevant a deguate insurance cover,
procedu ul developed, and records

re current insurances are in

maint dto

Contractor Insurance Insurance cover maintained b

when undertaking w
Shire.

Improvement:

To help ensure all contractors have the relevant
licences and have adequate insurance cover for
the works they undertake for the Shire, procedures
should be developed, and records maintained to
ensure copies of contractor’s insurances are held
on file.
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8.0 Framework Evaluation

Developing and implementing systems and procedures for risk management, legislative compliance and
internal controls into an organisation can be a time consuming and expensive exercise with the potential to
divert resources away from direct services. Considering the level of investment necessary to establish these
systems, actions to monitor their effectiveness are an essential practice.

Over time, the relevancy of established controls may change, their purpose may be forgotten, or technology
may offer a more efficient or effective way to achieve the initial goal. For these reasons, formal review
procedures are required to ensure the resources applied to maintaining these systems, practices and controls
are done so in the most efficient way.

Evidence of the monitoring of risk management, internal controls and legislative compliance is sourced from
Minutes of Meetings, Registers of Disclosures and reports reviewed.

8.1 Council and Audit and Risk Committee

Regular monthly financial statements and lists of payments, made in thegintervening period between each
meeting, have been presented to the Council for review, as required by legislation.This provides the basis for
high level oversight of the expenditure transactions of the organisatien.

Component Purpose / Goal Matters Noted / IrM@covernents

List of Payments Lists of payments The list of payments discloses details of each invoice being paid,
presented to Council each rather than justdthe information required by legislation. Public
month in accordance with provisiomofithislevel of detail increases the risk of IT related
legislative requirements. fraud and mayaresult in disclosure of confidential commercial

information.

lbaprovément:

Thelist of payments made by the CEO under delegated
authority should be presented to Council with only the
minimum information required by legislation.

Council and Monitoring and Identified risks are not included within agenda items for elected
Audit Risk consideration of risks member consideration or recorded in an appropriate risk
Committee when makingystrategic register.
decisions.
Improvement:

Identified risks relating to a Council decision should be
communicated within the agenda item, to enable elected
members to be fully informed of the identified risks when
making decisions. Risks should also be appropriately recorded in
a risk register.

Local Public Ensuring residents and Audit Committee meetings have not been advertised via local
Notice of ratepayers are provided public notice.
Meetings with information to
attend Council and Improvement:
Committee meetings Ensure all committee meetings under the Local Government Act
open to the public. 1995 which are required to be open to the public, are

advertised in accordance with regulation 12 of the Local
Government (Administration) Regulations 1996.
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8.0 Framework Evaluation (continued)

Component Purpose / Goal

Matters Noted / Improvements

Council and Official record of
Committee proceedings and
Minutes decisions.

Shire of Three Springs

In our limited testing and review of minutes of Council meetings,
we noted the following:

» Aninstance where a staff member declared an interest and
left the meeting. The minutes do not contain a record of
when or if the staff member returned to the meeting;

» An elected member declared an interest in and voted on a
matter, however the minutes did not include a record of any
decision to allow the declaring member to remain during
discussions / deliberations, or to participate in the decision;

» Not all extents of interests disclosed at meetings have been
recorded in the minutes;

» A budget amendment was submitted fanCouncil
consideration which required an abselute‘majority decision,
however the officer’s repart indicated only a simple majority
was required; and

» A decision at a Council meetingvaried from the written
officer’s recommendation, yet the'minutes did not state a
reason for the change.

It was noted an Audit Committee Meeting was included as an
agenda item fof the-ordinary Council meeting held 12 December
2018, rather thanfthe Audit Committee meeting being held as a
separateqmeetingnAlthough all elected members comprise
membership ofithe Audit Committee, it has specific duties under
legislation, with regulations also providing for content of
miinutes, meeting procedures etc and as such, is required to hold
itslown‘cemmittee meeting separate from a meeting of council.

A.budget amendment was adopted by Council at a special
meeting held 4 September 2019. A component of the budget
amendment was a change to a previous decision made by
Council, rather than a budget amendment. This change was not
undertaken in accordance with the provisions of regulation 10 of
the Local Government (Administration) Regulations 1996.

Not all attachments (monthly statement of financial activity,
accounts for payment list) are published in the minutes on the
official local government website.
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8.0 Framework Evaluation (continued)

Component Purpose / Goal Matters Noted / Improvements

Council and Improvements:

Committee Ensure minutes of Council meetings are correctly recorded and
Minutes contain all information required under regulation 11 of the Local
(continued) Government (Administration) Regulations 1996.

Hold separate committee meetings for the Audit Committee as
required by legislation, including the functions provided for in
regulation 16 of the Local Government (Audit) Regulations 1996.

Ensure changes or revocations to previous decisions of Council
are correctly considered and treated as required by legislation.

Ensure all attachments supporting thedminutes are included in
the official minutes, and the minutes pu

local government website.

Monthly Monthly statements of ~ Our limited testing noted thelexpl aterial variances
Statement of financial activity were not properly completed i nts supporting the
Financial Activity prepared in accordance May 2019 statement of financial s required by

with legislative regulation 34(2)(b) of the Lo overnment (Financial

requirements. Management) Regula

19 monthly statement of
o Council contained an error at Note

We observed the Sep
financial activi

uired by legislation.
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8.0  Framework Evaluation (continued)

8.2 Strategic and Operational Registers

A number of registers are maintained by the Shire of Three Springs. The table below details areas for possible
improvement in relation to these registers.

Register Purpose / Goal Matters Identified / Improvements
Risk Register Provide a record of risk A risk register was not available for our inspection to
breaches and remedial action reflect identified risks, and if they have been
taken. adequately treated.
Improvement:

Maintaining risk registers for all identified risks is
important to help ensure appropriate recording and
communication of high rate ks, along with
providing a record to enable th rification of
whether treatment plans hav
the risk. Routine (Qleas qu
register is required t@assist

Tender Register Statutory register of tenders Inspection of, ted the inclusion of
called. several pr ich were not tenders, but

egulations 1996 or requests for
d expressions of interest called.
ent processes which are not tenders should

tained separate to the tender register.
noted the tender register contained

ocumentation which could identify the value of the
consideration being sought by tenderers if it were
inspected by the public. Recording such information
within the register is contrary to Regulation 16(3)(c) of

the Local Government (Functions and General)
Regulations 1996.

Improvement:

Ensure the tender register contains only the
information required to comply with Regulation 16 &
17 of the Local Government (Functions and General)
Regulations 1996 for future tenders called.

Contracts Register Provide a record of contracts A contracts register was not available for our
entered into by the Shire. inspection.

Improvement:

Maintain a register to record details of contracts and
their status to assist with ensuring contracts are
monitored and actioned as required.

Shire of Three Springs
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8.0  Framework Evaluation (continued)

Register Purpose / Goal Matters Identified / Improvements
Delegation Statutory register of A number of items recorded in the delegations register as
Register delegations of authority. delegations to the CEO are responsibilities of the CEO, and not

Gifts Register Statutory register of gifts
received as required
under section 5.89A of the
Local Government Act
1995.

Shire of Three Springs

decisions of Council delegated to the CEO.

A review/amendment history is not currently recorded within
the delegations register.

Some delegations within the register include a delegation to
the Environmental Health and Building Officer. The individual
currently performing these duties is not an employee of
Council, therefore cannot be delegated authority under the
Building Act 2011 or Local Government Act 1995.

Delegations are not numbered. We notedysome delegations to
the CEO reference sub delegationsito otherofficers, however
these delegations from the(CEO are notrecorded in the
register. Minute references ofidelegations being made and
memorandums to staff of delegations'made to them are also
not maintained.

Improvements:

Review Councilrdelegations to the CEO to ensure they relate to
decisions of Council delegated to the CEO and update the
registeraecordingly:

Following review of Delegations by Council, update the latest
‘historyydate on each delegation to provide an accurate record
of when the delegation was reviewed, amended and adopted.

Review and amend delegations relating to the Building Act
2011 to remove sub delegation to contract Environmental
Health and Building Officer, ensuring delegation remains with
appropriately authorised officer of Council.

Numbering delegations may assist to provide a clear record of
delegations being made and exercised. Review and update the
delegations register to ensure records are maintained as
required by legislation and as noted in the Department of Local
Government, Sport and Cultural Industries Operational
Guideline No. 17.

We noted the register of gifts contains record of disclosures
made under the former provision of the Local Government Act
1995 (sections 5.82 & 5.83) and are published on the Shire’s
website as required. We did not observe a register of gifts in
the prescribed form as required.

Improvement:

Establish a register of gifts in the prescribed form and publish
on the Shire’s official website as required.
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8.0 Framework Evaluation (Continued)

Register Purpose / Goal

Matters Identified / Improvements

Notifiable Gifts  Statutory register of gifts

Register received (other than as
required under section
5.89A of the Local

A notifiable gifts register was not available for our inspection or
published on the Shire’s website as required by regulation
34B(5) of the Local Government (Administration) Regulations
1996.

Government Act 1995).
Improvement:
Maintain a register to record details of notifications given in
relation to gifts as required by regulation 34B(5) of the Local
Government (Administration) Regulations 1996, and publish on
the Shire’s official website as required.
Investment Register of investments  An investment register was not availdble for our inspection.
Register held to evidence the
nature and location of all Improvement:
investments and all Recording the nature and location of vestments and
transactions in relation to related transactions is req& b n 19 (2) of the
investments. Local Government (Finanei t) Regulations 1996.
Tracing of funds on mat f investments is essential and
record of where fun tra red and who authorised the
transfer should b within the register. Maintaining
printed copies estment register, reviewed and
nager independent of the control of
ents subsequent amendment to the
Register of Provide a record of azardous materials was not available for our
Hazardous properties under the o reflect properties under the control of the Shire
Materials Shire’s control containin y contain hazardous materials such as asbestos, and if

hazardous material

assogciated risks have been adequately treated.

provement:

Develop and maintain a register to record details of hazardous
materials, such as asbestos, for properties under the control of
the Shire.

Shire of Three Springs
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8.0 Framework Evaluation (Continued)

Register Purpose / Goal

Matters Identified / Improvements

Financial Records details required

Interest Register under the Act relating to
financial circumstances of
relevant persons

We noted primary returns were completed for two relevant
persons. In both instances these primary returns have been
completed more than three months after the documented
start date.

Acknowledgements of annual returns for three relevant
persons, as well as acknowledgement of a primary return for a
relevant person, were not recorded as required by section 5.77
of the Local Government Act 1995.

A primary return for two relevant persons were not available
for inspection upon examination of the Financial Interest
Register.

We noted a relevant person’s primary r n pre-dates their
documented start date. It was als the,same relevant
person’s acknowledgemen‘nc a t annual return pre-
dated the completed return.

A primary return for a re n was noted to have

incomplete informatienpin t start date for the relevant
person was omitted/from . We noted another instance
where a primary re contained several blank fields /

d procedures are in place to obtain all
d under the Local Government Act 1995.

w systems and procedures place to ensure the

knowledgement of receipt of all returns occurs, and are
appropriately filed in the register of financial interests as
required under the Local Government Act 1995.

Undertake a thorough examination of files to locate the
primary returns and file within the register as required within
the provisions of section 5.88 of the Local Government Act
1995, or take action to rectify and report this matter as
required.

Establish procedures to ensure all primary and annual returns
are properly completed at the time of providing
acknowledgement of receipt of the returns.

Shire of Three Springs
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8.0 Framework Evaluation (Continued)

Register Purpose / Goal Matters Identified / Improvements

Regulatory Register of regulatory A register of health inspections undertaken is not routinely
Health inspections undertaken.  maintained.

Inspection

Register Improvement:

Maintain a register to record details a central record of health
inspections undertaken, registered premises within the district,
and to ensure inspections are undertaken within required
timeframes.

Swimming Pool Register of inspections A register of inspections of private swimming pools within the

Inspection undertaken. district was not available for our inspection and it is unclear
Register when inspections were last performed.
Improvement:

current status of
monitoring and
inspections are

Develop and maintain a register t
private swimming pool insgectio
review of the register will assist,to
undertaken within required.tim

Shire of Three Springs
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8.0  Framework Evaluation (continued)

8.3 Annual Compliance Audit Returns (CAR)

Returns have been completed on a self-assessment basis and approved by Council each year. The CAR was
completed in house by staff for the 2017 and 2018 return periods. Areas of non compliance were noted in
2018 return, relating to the receipt of primary and/or annual returns of relevant persons. We were not able
to verify that these matters were referred to the Corruption and Crime Commission as required by section 28
of the Corruption and Crime Commission Act 2003.

We also noted the returns for 2017 and 2018 were not reviewed and reported by the Audit Committee to
Council for adoption as required by regulation 14 of the Local Government (Audit) Regulations 1996.

8.4 Complaint Handling

Community complaints are received by administration staff and allocated to the relevant manager to address.

Responsibility for the routine follow up of complaints to ensure they have been a addressed remain

with the manager who has been allocated the complaint. Y 3

Component Purpose / Goal Matters e ements

Community Complaints Procedures for the recording A cus rc ints register is not currently

Procedures handling and resolution of maij follow up and ensure all
community complaints. com adequately addressed. This type

may assist with alignment to the
uirements of the complaints handling policy.

ovement:

o help ensure all complaints are adequately
resolved, a register of customer complaints
received should be maintained.

Official Complaints
Register

No official complaints register was available for
inspection.

The official complaints register is not published
on the Shire’s official local government website
as required by section 5.121(3) of the Local
Government Act 1995.

Improvement:

To ensure compliance with the Act, an official
complaints register should be maintained and
published on the Shire’s official local
government website.

Shire of Three Springs
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8.0 Framework Evaluation (Continued)

8.5 Audit Practices

Council had appointed external financial auditors to the Shire of Three Springs for the 2016-17 period, with
the 2017-18 and 2018-19 periods being audited by the Office of the Auditor General (OAG). No matters of non
compliance were noted within the 2016-17 or 2017-18 audit reports. At the time of this review, the 2018-19

audit was yet to be finalised.

The table below details areas for possible improvement in relation to audit processes.

Component Purpose / Goal Matters Noted / Improvements
Internal Audit Internal audit monitors the level of Currently, no internal auditors have been
compliance with internal appointed, and limited internal audit

procedures and process along with functions have bee dertaken.

assessing the appropriateness of
these procedures.

Improvement:

We suggest as the | cumented

expanded internal
m adherence to
s and procedures may be
mended by the OAG in
o parliament on the Audit of

OSH Audit Review of occupational sa andd’ dit was undertaken by an independent
health procedures. y in 2018. According to staff
3 representations, the OSH Management Plan

is not yet fully implemented.

Improvement:

Shire of Three Springs

Review of Financial Management, Risk Management, Legislative Compliance

Continue with implementation of the OSH
Management Plan and ensure all previously
identified OSH matters have been adequately
addressed.
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8.0  Framework Evaluation (continued)

8.6 Review required to be undertaken by the CEO

The CEQ is required to undertake reviews of systems and procedures of the local government. The table below

presents matters noted in relation to these reviews.

Component Purpose / Goal Matters Noted / Improvements

Audit Regulation 17 CEQ’s review of the Previous review required under Audit

Review appropriateness and Regulation 17 highlighted a number of
effectiveness of systems and improvement opportunities to matters
procedures for Risk identified. 19 of these improvements are yet to

Management, Internal Controls  be implemented.

and Legislative Compliance in
accordance with Regulation 17 of

Local Government (Audit) Outstanding items |

Regulations 1996. Audit Regul

Improvements:

ithin the previous
beaddressed.

Financial Management Review of the appropriateness

Review and effectiveness of the Financial
Management systems and
procedures of the local

iew undertaken in
recommendations to
ial Management of the Shire.

government required to be ent'Review remain to be addressed.

undertaken every three years b
Regulation 5(2) of Local

Government (Financial ent sytems to regularly monitor, action
Management) Regu/ati 6..and items raised within reviews of internal

Shire of Three Springs
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9.0 Other Matters

Disclaimer

The services provided in terms of this engagement comprise an advisory engagement, which is not subject to
assurance or other standards issued by the Australian Auditing and Assurance Standard Board and,
consequently no opinions or conclusions are intended to convey assurance either expressed or implied.

Moore Stephens WA, a Perth based partnership of trusts ("the firm"), carries on business separately and
independently from other Moore Global Network Limited member firms worldwide.

Services provided under this engagement are provided by the Firm and not by any other independent Moore
Global Network Limited member firm. No other independent Moore Global Network Limited member has any
liability for services provided by other members.

Throughout this document, a reference to Moore Stephens refers to Moore Stephens(WA) Pty Ltd trading as
agent ABN 99 433 544 961, an independent member of Moore Global Networkd'imited —member in principal
cities throughout the world. Moore Stephens WA is not a partner or agent of any other/Moore Global Network
Limited firm.

Copyright
All rights reserved.

This report is prepared solely for the purpose set out in thefproposal’seope and is not to be used for any other
purpose or distributed to any other party without Meore Stéphens prior consent. Any reliance placed by a
third party on the report is that party’s responsibility:

Moore Stephens

Level 15 Exchange Tower

2 The Esplanade

PERTH WA 6000

Phone +61 (0)8 9225 5355

Email perth@moorestephens.com.au
ABN 99433544 961

Document Date

Version: 2.0
Status: Final
Date: 16 January 2020
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Appendix A — Financial Management Systems Review

The following reviews were undertaken to evaluate the appropriateness and effectiveness of financial
management system controls:

System

Description

Bank reconciliation
and petty cash
management

Trust funds

Receipts and
receivables

Rates

Purchases, payments
and payables
(including purchase
orders)

Payroll

Shire of Three Springs

Examination of procedures and review of maintenance and management practices
undertaken by staff

Examination of trust funds to determine proper accountability in the Shire’s financial
management system and compliance with regulatory requirements

Examination of end of day banking procedures to determine if they were adequate
in ensuring cash collection is being recorded and allocated properly to the general
ledger. The receivables system including raising of invoicesiwas also reviewed with
limited testing in respect to allocation/posting

The Shire’s rating procedures were examined to determine.if they were adequate in
ensuring rates were being imposed or raised carrectly.<Fhis also included inspection
of the rate record, rate notices, instalmentmotices, valuation reconciliations and
general ledger. We randomly selected and testedirate notices which included:

e sighting the notices;

e re-performing the calculations;

e ascertaining whether the valuations applied agree to Landgate’s valuation
roll/report and rates pen‘dollarimposed are as per adopted budget;

e ensuring the raté system'is properly updated; and

e checking proper pésting tothe general ledger

Random selection of paymenttransactions to determine whether purchases were

authorised/budgeted andpayments were supported, certified/authorised and

correctly allocated. The Shire’s purchases, payments and payables system was also

examinedtodetermine if adequate controls were in place in ensuring liabilities are

properly recorded and payments are properly controlled.

We are‘awané of many incidents of payment scams/frauds within the local
government industry during recent years. As a consequence of this activity, we have
had a specific focus on the controls around the changes to supplier details within the
EFT'payment system

A sample of eight employees were randomly selected from four pay runs and
detailed testing of each employee’s pay was performed to help ensure:

e the employee existed;

e the correct rate of pay was used;

e non-statutory deduction authorities are on hand,

e time sheets were properly completed and authorised;

e hours worked were properly authorised; and

e allocations were reasonable and correctly posted

The Shire’s payroll system was also reviewed to determine if adequate controls were

in place to help ensure wages and salaries are properly processed and payments are
properly controlled
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Appendix A — Financial Management Systems Review

(Continued)

System

Description

Credit card procedures

A review of the Shire’s credit card procedures was performed to determine
if adequate controls were in place. We randomly selected and tested credit
card transactions to determine whether they are legitimate and usual in
the context of the Shire’s operations. This included:

e sighting tax invoices;
e ascertaining whether the transaction is for bona fide Shire business; and
e determining whether transactions are in line with the Shire’s policy.

Fixed assets (including
depreciation, acquisition, and
disposal of property)

The fixed assets system including controls over a
assets, updating of the fixed assets register, deprec
and reconciliation of the fixed assets register t
examined. A sample of asset additionsvd dispo

selected, and testing performed to ensur
e the tax invoices existed;
e correct posting to the general

e fixed assets register was pr
e classification of assets o}

isition and disposal of
ion of fixed assets

al ledger was

re judgmentally

ere judgmentally selected and testing

In addition, a sample of
e tion rates used are in line with the Shire’s

performed to ensur

policy
Cost and administration The Shiré’s istration allocation system was examined to
allocation determingif.in t costs have been properly reallocated to various
jobs/ This'included review of the allocation basis and rates used

appropriate and regularly reviewed

Financial reports

Budget

adoption were reviewed to ensure compliance with regulatory
requirements

Shire of Three Springs
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Appendix B — Council Policies Examined

The Council Policies examined as part of the review were as follows:

Policy Topic Policy Topic

1000 - MEMBERS 3000 — FINANCE (cont’d)

1001 Annual Electors Meeting 3007 Purchasing Policy

1002 Council Elections—Voting in Person 3008 Regional Price Preference — Local Goods and
Services

1003 Election to Committees 3009 Corporate Credit Card

1004 Conference and Meetings 3010 Related Party Disclosure

1005 Council Expenses 4000—- PERSONNEL

1006 Council Forum and Networking Meeting 4001 Equal Employment Opportunity Statement

1007 Refreshments 4002 Sexual Harassmen -

2000 - ADMINISTRATION 4003 Appointme*s

2001 Legal Representation — Costs Indemnification 4004 Medical nce Certificates —

Appointmen
2002 Advertising at Three Springs Oval 4005 Sup
2003 Press Release and Media Statements

Development

2004 Recognition of Passing of Community Uniforms
Member
2005 Historical Committee 3 Emergency Services Leave

2006 Participation and Community Enga
Group (TS Pace)

2007 Tourism and Promotional Com
2008 Street Stall Permits

4010 Council Cleaner — Use of Own Vehicle

4011 Payments to Employees in Addition to
Contract or Award

2010 Sports Ground C i 4012 Accrued Hours

2011 Complaints Handling 4013 Performance Management
2012 Information 4014 Performance Review

2013 Petroleum, Min i i 4015 Gifts (Non Staff)

2014 Provision of Records to Police (CCTV) 4016 Removal Expenses

3000 - FINANCE 4017 Personal Leave

3001 Significant Accounting Policies

3002 Investments
3003 Budget
3004 Donations

3005 Cash Contributions/Self Supporting Loans to
Clubs/Organisations and Support to New
Businesses In Three Springs

3006 Debt Collection

Shire of Three Springs
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Appendix B — Council Policies Examined (Continued)

Policy Topic

Policy Topic

5000 — HOUSING

8000 — OCCUPATIONAL SAFETY AND HEALTH

5001 Allocations of Staff Housing

9000 — TOWN PLANNING

5002 Residential Rentals/Leases

10000 — BUILDING

5003 Telephones in Council and Staff Houses

11000 — RISK MANAGEMENT POLICY

5004 Water Consumption for Staff Occupying
Council Residences

APPENDICES

5005 Water Charges for Staff Occupying Non-
Council Residences

Appendix A Equal Opportunity Diversity Plan

5006 Water Charges for Non-Staff Occupying
Council Property

5007 Private Rental Subsidy for Staff Occupying

Non-Council Housing

6000 — COUNCIL BUILDINGS, RESERVES, PARKS &

GARDENS

6001 Swimming Pool

6002 Halls and Sports Pavilion Hire

6003 Picking Wildflowers

7000 — INFRASTRUCTURE

7001 Vehicle Replacement Program
7002 Crossings

7003 Pipes Across Roads
7004 Gates

7005 Salt Drain/Road Reserve Crossi

7006 Roadside Vegetation Po

Shire of Three Springs
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Appendix C — Plans Examined

The Plans examined as part of the review were as follows:

Plan Status

Strategic Community Plan 2018-2028
Corporate Business Plan 2017-2021
Strategic Resource Plan 2016-2031
Workforce Plan 2013-2017

Code of Conduct

Revised May 2019

Record Keeping Plan

Approved by State Recor

Joint Local Emergency Management Arrangements 2015 L 2
Staff Induction Book May 2019

IT Disaster Recovery Plan April 2016
Managing Emergencies in Shire Facilities May 201

N\

Shire of Three Springs
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Appendix D — Strategic and Operational Registers Examined

The registers examined as part of the review were as follows:

Register

Declarations of Interest Register

Tender Register

Gifts and Travel Register

Delegation Register (endorsed December 2018)

Financial Interests Register

Cemetery Register

Training Matrix L3

o4
00&\
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Appendix E — Operational Guidelines

Risk Management

The internal control and risk management systems and programs are a key expression of a local government’s
attitude to effective controls. Good audit committee practices in monitoring internal control and risk
management programs typically include:

Reviewing whether the local government has an effective risk management system and that material operating
risks to the local government are appropriately considered;

Reviewing whether the local government has a current and effective Business Continuity Plan (including disaster
recovery) which is tested from time to time;

Assessing the internal processes for determining and managing material operating risksiin accordance with the
local government’s identified tolerance for risk, particularly in the following areas:

o  potential non-compliance with legislation, regulations and standafds and local government’s
policies

o important accounting judgements or estimates that provesto bexwrong

o litigation and claims

o misconduct, fraud and theft

o significant business risks, recognising responsibilityfor general or specific risk areas, for example,
environmental risk, occupational health andbysafety, and how they are managed by the local
government

Obtaining regular risk reports, which identify key risksythe status and the effectiveness of the risk management
systems, to ensure that identified risks@re:monitored and new risks are identified, mitigated and reported;

Assessing the adequacy of local government processes to manage insurable risks and ensure the adequacy of
insurance cover, and if applicable, theslevebof self-insurance;

Reviewing the effectiveness of the local government’s internal control system with management and the
internal and external auditorss

Assessing whether management has controls in place for unusual types of transactions and/or any potential
transactions that might carry more than an acceptable degree of risk;

Assessing the local government’s procurement framework with a focus on the probity and transparency of
policies and procedures/processes and whether these are being applied,;

Should the need arise, meeting periodically with key management, internal and external auditors, and
compliance staff, to understand and discuss any changes in the local government’s control environment; and

Ascertaining whether fraud and misconduct risks have been identified, analysed, evaluated, have an
appropriate treatment plan which has been implemented, communicated, monitored and there is regular
reporting and ongoing management of fraud and misconduct risks.
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Appendix E — Operational Guidelines (Continued)

Legislative Compliance

‘The compliance programs of a local government are a strong indication of attitude towards meeting legislative
requirements. Audit committee practices in regard to monitoring compliance programs typically include:

a) Monitoring compliance with legislation and regulations
b) Reviewing the annual Compliance Audit Return and reporting to Council the results of that review

c) Staying informed about how management is monitoring the effectiveness of its compliance and making
recommendations for change as necessary

d) Reviewing whether the local government has procedures for it to receive, retain and treat complaints,
including confidential and anonymous employee complaints

e) Obtaining assurance that adverse trends are identified and review management’s Plans to deal with
these

f) Reviewing management disclosures in financial reports of the effect of significant compliance issues

g) Reviewing whether the internal and / or external auditors havefegardito compliance and ethics risks
in the development of their Audit Plan and in the conduct of audit projects, and report compliance and
ethics issues to the audit committee

h) Considering the internal auditor’s role in assessing complianee and ethics risks in their Plan,

i) Monitoring the local government’s compliance frameworks dealing with relevant external legislation
and regulatory requirements

j)  Complying with legislative and regulatory. requirements imposed on audit committee members,
including not misusing their position, toxgaimyandadvantage for themselves or another or to cause
detriment to the local governmentand disclesing conflicts of interest

Internal Controls

Internal controls are systems of policiessxand procedures that safequard assets, ensure accurate and reliable
financial reporting, promote fcompliance”with laws and regulations and achieve effective and efficient
operations.

These systems notionly relaté to accounting and reporting but also include communication processes both
internally and externally, stafffmanagement and error handling.

Operational Guidelines prepared by the Department of Local Government and Communities (Audit in Local
Government number 09 September 2013) provide the background to Internal Controls in the context of this
review as follows:

‘Internal control is a key component of a sound governance framework, in addition to leadership, long-term
planning, compliance, resource allocation, accountability and transparency. Strategies to maintain sound
internal controls are based on risk analysis of the internal operations of a local government.

Shire of Three Springs
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Appendix E — Operational Guidelines (Continued)

Internal Controls (continued)
An effective and transparent internal control environment is built on the following key areas:
a) integrity and ethics;
b) policies and delegated authority;
c) levels of responsibilities and authorities;
d) audit practices;
e) information system access and security;
f)  management operating style; and
g) human resource management and practices.

Internal control systems involve policies and procedures that safeguard assetsfensure accurate and reliable
financial reporting, promote compliance with legislation and achieve effective and efficient operations and may
vary depending on the size and nature of the local government.

Aspects of an effective control framework will include:
a) delegation of authority;
b) documented policies and procedures;
c) trained and gualified employees;
d) system controls;
e) effective Policy and process review;
f) regular internal audits;
g) documentation of risk identification.and assessment; and
h) regular liaison with auditerandilegal advisors.
The following are examples oficontrols that are typically reviewed:
a) separation fof roles and funetions, processing and authorisation;
b) control of approval of documents, letters and financial records;
c) comparison of internal data with other or external sources of information;
d) limit of direct physical access to assets and records;
e) control of computer applications and information system standards;
f) limit access to make changes in data files and systems;
g) regular maintenance and review of financial control accounts and trial balances;
h) comparison and analysis of financial results with budgeted amounts;
i) the arithmetical accuracy and content of records;
j) report, review and approval of financial payments and reconciliations; and

k) comparison of the result of physical cash and inventory counts with accounting records.

Shire of Three Springs
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Context of
assessment

Risk Risk Assessment Category

Number Risk Identified

Risk Issue and Failure Modes

1005 Council Expenses

Shire of Three Springs - Risk Assessment

Risk
Category

Date of initial Strategic
Existing Controls risk Likelihood Consequenc
identification es

Operational
Consequences

Action Required

Mitigation and Management Strategy (Possible Future
Controls)

Entity Wide

The Policy stipulates
reimbursements for Councillor

Failure to identify
risks or adequately

travel will be a rate set by Council treat identified risks.

when Councillors use a personal
vehicle for travel. The most recent
determination published by the
Salaries and Allowances Tribunal
(SAT) sets out that travel is to be
reimbursed to elected members
when attending Council or
committee meetings at the same
rate as Section 30.6 of the Local
Government Officers’ (Western
Australia) Interim Award 2011. It
also sets out travel is to be
reimbursed when performing other
functions under the express
authority of the local government,
in accordance with the Public
Service Award 1992.

6.2.1

Possible Moderate Moderate

ned req

N\

Review and update the Policy to separate and clarify the calculation
method for reimbursement of travel as set out with the most recent
determination published by the SAT.

2011 Complaints Handling

Entity Wide

The Policy does not provide for Failure to identify
the handling of complaints against risks or adequately

the CEO. A complaints register is  treat identified risks.

required to be maintained under
the policy and is included at
Appendix B of the policy manual,
however we did not observe
evidence of this register being
maintained.

6.2.2

Possible Mod er; Medium

3008 Regional Price Preference Local Goods and Services

Planned action required

Review and amend the policy to provide a mechanism for the
handling and resolution of complaints regarding the CEO. Establish
a complaints register as required under the policy.

Entity Wide

The Policy allows for discounts Failure to identify
not permitted by legislation such  risks or adequately
as a ‘Works — Local Content’
component, where additional
discounts are applied for
procurement evaluation, in
addition to price reductions
permitted by leaislation.

6.2.3

treat identified risks.

Moderate Medium

3007 Purchasing

Planned action required

Review and amend the policy to only include discounts permitted by
Local Government (Functions and General) Regulations 1996
Regulation 24D.

Entity Wide

The Policy provides limited
direction in relation to contract
variations and extensions of
contracts awarded or against a
written specification not awarded
by tender. Extension of contracts
and associated price changes are
also not covered by the Policy.
For contracts awarded by tender,
legislation provides minimum
requirements.

Failure to identify
risks or adequately

6.2.4a

treat identified risks.

Possible Moderate Moderate Medium

Planned action required

Amend the Policy to provide the following:

Frohibit price variations to existing contracts awarded by tender
other than those provided within the original contract, as required by
Local Government (Functions and General) Regulations 1996
Regulation 11(2) (j) (iv).

Purchasing requirements for the issuing of contract variations and
extensions for contracts not awarded by public tender.
Consideration should be given to circumstances where the contract
value increase over a policy threshold level, due to the variation or
extension.




Context of

assessment

Risk Assessment Category

Risk

Number Risk Identified

Existing Controls
Risk Issue and Failure Modes

Shire of Three Springs - Risk Assessment

Risk
Category

Date of initial Strategic
risk Likelihood Consequenc
identification es

Operational
Consequences

Action Required

Mitigation and Management Strategy (Possible Future
Controls)

Purchasing requirements for Failure to identify Insert purchasing requirements for procurement of goods or
procurement of goods or services risks or adequately services made under the exemptions under Local Government
in accordance with the treat identified risks. (Functions and General) Regulations 1996 Regulation 11(2).
exemptions under Local
Government (Functions and
General) Regulations 1996
Regulation 11(2), above $150,000
Entity Wide 6.2.4p € not included W'Eh'n the P?"Cy' Possible Moderate Moderate Medium Planned a required
It is noted the practice of testing
the market through sourcing
multiple quotations when using the
exemptions is sometimes
occurring, and the policy should ‘
be updated to reflect the
expectation and requirement.
The Policy requires decisions not  Failure to identify Update purchasing procedures and train staff to ensure they are
to call tenders for exempt risks or adequately aware of the requirement for a Council resolution where not calling
purchases above $150,000 shall treat identified risks. tenders for purchases above $150,000 made under the exemptions
Entity Wide 6.2.4¢ l_)e _by Cour_]cil resolut_ion. Our Possible Moderate Planned action required of the L_ocal Government (Functions and General) Regulations 1996
limited testing noted instances Regulation 11(2).
where exempt purchases greater
than $150,000 were made without
any Council resolution.
3009 Corporate Credit Card
We noted the practice of credit Internal control or Update the policy or associated procedures to require independent
card transactions and acquittals ~ compliance breach. review and authorisation of credit card transactions and acquittals,
. being reviewed by an independent . . . as well as acknowledging transactions as having been made and
Functional 6.25 officer, however the policy does Unlikely RIS EEiton (Egied authorised by the CEO. The practice of separately highlighting
not require this practice to occur. transactions made on the CEO'’s credit card for presentation to
Council should continue.
Appendix D Code of Conduct for Council Members, Committee Members and Staff
Section 2.4 Gifts and Bribery of Failure to identify Review the section of the Code of Conduct relating to disclosure
the current Code of Conduct risks or adequately requirements for gifts to highlight these need to be made in
makes reference to avalue of a  treat identified risks. accordance with legislation. Consider amending the Code of
token gift, which is inconsistent Conduct so legislative requirements are not restated. Where
with the provisions of the Local legislative requirements are unclear or there is a desire for greater
Entity Wide 6.2.6a Government Act 1995 and the Po Moderate Moderate Vsl Planned action required requirement_sz su_ggest this_; be cover'ed by relevant policies, given
Local Government the complexities involved in re-working the Code of Conduct to
(Administration) Regulations maintain currency when changes are made to legislation.
1996. In its current form there is
no clarity for elected members
and employees as to their
disclosure obligations.
Contractors and volunteers are Failure to identify Expand the scope of the Code of Conduct to include actions by
Entity Wide 6.2.6b not bound by a Code o_f Conduct  risks or ad_e_qua?e Possible Moderate Moderate Wl Planned action required volunteers and contractors. Alternatively, a separate Code of
when performing functions on treat identified ris| Conduct be developed for volunteers and contractors.
behalf of the Shire.
Elected members, committees, Failure to identify Update the Code of Conduct as well as induction procedures to
contractors and volunteers are not risks or adequately ensure all persons subject to the Code of Conduct sign and
Entity Wide 6.2.6¢ required to sign the Qode of treat identified risks. Possible Moderate Moderate i Planned action required acknowledge they understand the content.
Conduct acknowledging they have
read and understand the
requirements within.
11000 Risk Management Policy
The current Policy is based ona  Lack of strategic The current Policy is based on a superseded Risk Management
Entity Wide 6.2.7 superseded Risk Management direction for risk Possible Minor Moderate Medium Planned action required Standard.
Standard. management
procedures.
Internal Control Policy




Context of
assessment

Risk Assessment Category

Risk

NTBEE Risk Issue and Failure Modes

Currently, no policy on internal
controls has been adopted by

Risk Identified

Lack of strategic
direction for risk

Existing Controls

Shire of Three Springs - Risk Assessment

Risk
Category

Date of initial Strategic
risk Likelihood Consequenc
identification es

Operational
Consequences

Action Required

Mitigation and Management Strategy (Possible Future
Controls)

We suggest an Internal Control Policy be formulated and adopted to
formalise Council’s commitment to internal controls, based on a risk

Entity Wide 6.2.8 " Possible Minor Moderate Medium Planned action required
Council. management management process.
procedures.
Policy Review
Policies are reviewed annually by Lack of strategic Following review of Policies by Council, update the latest ‘history’
Council to help ensure they direction for risk date on the Policy to provide an accurate record of when the Policy
Entity Wide 6.2.9 relmain ’current: There i_s no management Possible Minor Moderate Medium Planned a required was reviewed, amended and adopted.
history’ (adoption / review) to procedures.
indicate where policies have been
reviewed and amended.
Attendance at Events Policy
Currently, no policy on attendance Lack of strategic Develop and adopt an attendance at events policy as required by
Entity Wide 6.2.10 at ever_ns has been adopted by direction for risk Possible Minor Moderate required section 5.90 of the Local Government Act 1995.
Council. management
procedures.
Legislative Compliance Policy
Currently, no policy on internal Lack of strategic Development and adoption of an internal legislative compliance
Entity Wide 6.2.11 legislative compliayce has been directiqn for Possible Moderate Moderate ium ned action required policyAmay help formalise Council's commitment to legislative
adopted by Council. strategic compliance.
compliance.
Business Continuity Plan
A Business Continuity Plan was  Failure to Develop a Business Continuity Plan and test it to ensure validity.
Entity Wide 711 not available for inspection. adeqqately manage igh Prioritised action required Identify and document key_business continuity risks along with the
a business treatments, to reduce the risk to an acceptable level.
disruption event.
ICT Disaster Recovery Plan
An ICT Disaster Recovery Plan Failure to Test the ICT Disaster Recovery Plan to ensure validity. Identify and
Entity Wide 712 Was adopted iq April 2016. At the adeqqately manage High Prioritised action required document key ICT risks, along with the treatments to reduce the risk
time of this review, the plan had  a business to an acceptable level.
not vet been tested. disruption event.
Corporate Business Plan
The Corporate Business Plan has Lack of strategic To help ensure compliance and provide sound planning direction to
not been reviewed annually as direction. the organisation, the Corporate Business Plan should be reviewed
Entity Wide 7.1.3  required by Local Government Moderate Medium Planned action required [annually.
(Administration) Regulations 1996
19DA (4).
Workforce Plan
The Workforce Plan 2013-2017 Lack of strategic Review and update the Workforce Plan to maintain effective
has not been reviewed since it direction. alignment with IPR documents, and to include all required data and
was developed and is now out of information as published within the Department Local Government,
date. Although there is no Sport and Cultural Industries Integrated Planning and Reporting
statutory obligation to adopt the Advisory Standard (September 2016).
plan, it is required by the
Functional 714 Department Local Government, Possible Major Major High Prioritised action required
Sport and Cultural Industries
Integrated Planning and Reporting
Advisory Standard (September
2016), and to be aligned to the
Corporate Business Plan and
annual budget.
ICT Strategic Plan
An ICT Plan highlighting and Lack of strategic Develop an ICT Strategic Plan identifying and documenting key ICT
addressing ICT risks and how direction. Failure to risks along with the treatments to reduce the risk to an acceptable
Entity Wide 7.1.5a they are to be addressed was not adequately manage Possible Minor Moderate Medium Planned action required |level.
available for inspection. a business
disruption event.
Presently IT support services are  Lack of strategic Careful development of an ICT strategy will assist in developing a
received from a contractor based direction. Failure to scope to articulate service level agreements for a range of IT
Entity Wide 7.1.5b  in Perth. No formal service level — adequately manage Possible Minor Moderate Medium Planned action required [services to be potentially issued to different providers.

agreement exists for this
arrangement.

a business
disruption event.

Risk Management Procedures




Context of
assessment

Risk Assessment Category

Risk

Number Risk Identified

Risk Issue and Failure Modes

Risk management activities
currently undertaken are largely

Lack of strategic
direction for risk

Shire of Three Springs - Risk Assessment

Risk
Category

Date of initial Strategic
risk Likelihood Consequenc
identification es

Operational

Existing Controls
Consequences

Action Required

Mitigation and Management Strategy (Possible Future
Controls)

Risk management procedures be updated, and a process developed
in accordance with any update to the risk management policy.

Entity Wide 7.2.1a documented, with existing management Possible Minor Moderate Medium Planned action required
procedures based on a procedures.
superseded risk management
standard.
Risk management activities Lack of strategic Implement risk management procedures and processes throughout
currently undertaken are largely  direction for risk the organisation.
Entity Wide 7.2.1b documented, with existing management Possible Minor Moderate Medium Play ion ired
procedures based on a procedures.
superseded risk management
standard. ’
Procedure Changes
Process for amending or changing Failure to identify Establish a process for the development, review, amendment and
procedures are not formalised. risks or adequately authorisation of procedures, checklists and other internal control
This creates opportunities for treat identified risks. documentation, throughout the organisation to assist with managing
Entity Wide 7.2.2  unilateral undocumented changes Possible Major Major I Pri ed action required [changes to procedures.
to procedures and a breakdown in
key controls.
Workflow Diagrams
Workflow diagrams have not been Breakdown of In conjunction with, or as an alternative to, the development of
compiled for undocumented internal controls. documented procedures and checklists, update and development of
Functional 7.2.3  procedures. Controls reliant on Possible igh Prioritised action required |workflow process diagrams may assist in clearly identifying controls
the capability and and processes to be followed where procedures or checklists do not
honesty of staff. exist.
Rate notices and information accompanying rate notices
The 2019/20 rate notice and the  Internal control or Ensure all information required by the Local Government Act 1995
2019/20 information compliance breach. and associated regulations, is included in future rate notices or
accompanying the rate notice did Potential for ‘ accompanying information brochures.
not contain a statement that Financial Loss.
penalty interest on overdue rates  Litigation Risk.
Functional 7.2.4  and charges will continue to ly Moderate High Prioritised action required
accrue daily until arrears are paid,
as required by regulation 56(4)(e)
of the Local Government
(Financial Management)
Requlations 1996.
Bank Account Authorisations
Previous staff and elected Lack of probity. Elected members have no administrative authority and therefore
members, as well as current Fraud risk should not be listed as an authorising party on Shire bank accounts.
elected members, were listed as The authority for the previous staff and elected members, as well as
authorising parties on the Shire’s current elected members should be removed immediately.
Functional 7.25  bank accounts as at the time of Likely Major Major High Prioritised action required
our review. Bank authority listings
should be reviewed regularly to
ensure they are current.
ICT Security
We noted limited controls in Loss of IT System. Undertake a comprehensive IT security review, articulate current
relation to the access to IT Internal control. practices and implement findings of the review.
systems including physical access
Entity Wide 726 © hardware. Some levels of Possible Major Major High Prioritised action required

permissions have been
established to network access to
software and data, however this is
largely undocumented.

Overhead & Administration Allocations




Context of

assessment

Entity Wide

Risk Assessment Category

Risk

NTBEE Risk Issue and Failure Modes

No process is currently in place to
determine the allocation of indirect
costs. From staff representations,
current allocation rates are based
on historical estimates and

7.2.7  reviewed informally during budget

preparations each year. No

calculation method to support the
allocations was available.

Risk Identified

Internal control or
compliance breach.
Potential for
Financial Loss.

Existing Controls

Shire of Three Springs - Risk Assessment

Date of initial
risk
identification

Likelihood Consequenc

Possible

Strategic

es

Moderate

Operational
Consequences

Moderate

Risk
Category

Medium

Action Required

ction required

Mitigation and Management Strategy (Possible Future
Controls)

Undertake a review of activity based costings to support calculation
of overhead and administration allocations.

Checklists

Functional

Checklists of key functions are
maintained for selected functions.
Checklists were not maintained
and evidenced for all standard
routine functions such as end of
7.2.8  month reconciliations and
reporting across the organisation.
It was noted some staff have
commenced with the creation of
checklists and procedures.

Compliance breach.

Possible

Major

Moderate

Stock Control

Functional

No formal process exists to
monitor fuel stock allocated
through fuel cards. Fuel is
recorded as it is allocated and
reviewed for reasonableness by
management each month.

729

Internal control or

compliance breach.

Likely

derat

Pri ed action required

Creation and maintenance of standard checklists may assist in
evidencing key points of control and serve as a reminder. Checklists
assist in ensuring compliance with repetitive legislative compliance
tasks. Staff are encouraged to continue with the development of
checklists and procedures for routine functions, including evidencing
independent review.

High

Prioritised action required

Develop and implement procedures for the monitoring of fuel stock
on hand in an effort to improve opportunities to detect any issues or
potential misuse with fuel allocations.

Stock Control

\ 2

Functional

One standpipe for which the Shire
is responsible, is unlocked and
accessible by members of the
public. Current controls in relation
to the capture, recording and
billing of water usage by third
7.2.10 parties in accordance with the
schedule of fees and charges are
considered inadequate. It is
acknowledged management are
aware of the weaknesses and are
planning to address these.

Internal control or

compliance breach.

Fnancial loss.

Asset Disposals

ikely

Major

Moderate

High

Prioritised action required

Improve systems and procedures for controls around preventing
unauthorised access to water from the standpipe, including
documented procedures for the recovery of third party usage by
administration staff in accordance with the adopted schedule of fees
and charges.




Context of
assessment

Functional

Risk
Number

7211

Risk Assessment Category

Risk Issue and Failure Modes

Our limited testing noted
instances where assets have not
been disposed of in accordance
with section 3.58 of the Local
Government Act 1995 and the
Local Government (Functions and
General) Regulations 1996.

<Two instances noted were the
result of one large plant item and
one smaller plant item being
traded at the same time of
purchasing a new plant item.
Although the purchasing policy
and legislative requirements
allowed for the new plant item to
be purchased without going to
tender, the disposition of the
traded plant item is not captured
by these same exclusions.

*We noted another instance
where expressions of interest
were called for the sale of an item
of plant by the Shire which sold for
more than $20,000, through an
advertisement published in a
regional newspaper. Section
3.58(2) of the Local Government
Act 1995 requires property to be
disposed of only through either
public auction or by tender, unless
exempted by the Local
Government (Functions and

Risk Identified

Internal control or
compliance breach.

Existing Controls

Shire of Three Springs - Risk Assessment

Date of initial
risk
identification

Procuremel

nt

Functional

7.2.12a

Through limited testing of
payments, an instance was noted
where a purchase order did not
pre-date the invoice, and an
instance where no purchase order
was issued for the invoice paid.

Lack of probity.
Fraud risk

Likelihood Consequenc

Possible

\g

Likely

Strategic

es

Major

Major

Operational
Consequences

Moderate

Risk
Category

Action Required

itis! tion required

Mitigation and Management Strategy (Possible Future
Controls)

Ensure future asset disposals are in accordance with the
requirements of section 3.58 of the Local Government Act 1995 and
the Local Government (Functions and General) Regulations 1996.

Major

High

Prioritised action required

All procurement of goods or services should be undertaken in
accordance with legislative requirements and the Purchasing Policy.
Any instances where a purchase pre-dates a purchase order should
be documented, reviewed and authorised to demonstrate controls
have been developed to comply and ensure the purchasing policy
has been adhered to.

Functional

7.2.12b

An unauthorised purchase was
identified, relating to a gift
purchased for a departing
employee. The purchase was
initiated by elected members and
then presented for payment
through the administration office.

Lack of probity.
Fraud risk

Likely

Major

Major

High

Prioritised action required

Elected members individually have no purchasing authority and are
not authorised to incur expenditure on behalf of the Shire, unless by
Council resolution. Future gifts should be procured to align and

comply with the purchasing policy and delegated levels of authority.




Context of
assessment

Functional

Risk Assessment Category

Risk

NTBEE Risk Issue and Failure Modes

A contract of sale was entered
into for the purchase of property
during 2018, without a budget
provision or a Council resolution
to support the unbudgeted
purchase. Section 6.8 (1) (b) of
the Local Government Act 1995
requires a local government not to
incur expenditure from its
municipal fund for an additional
purpose except where the
expenditure has been authorised
in advance by an absolute
majority of Council. An item was
presented to Council to endorse
the purchase of the property after
the contract of sale had been
entered into, however this
occurred prior to the adoption of
the annual budget which provided
for the purchase.

7.2.12c

Shire of Three Springs - Risk Assessment

Risk
Category

Date of initial Strategic
risk Likelihood Consequenc
identification es

Operational

Risk Identified
Consequences

Existing Controls

Lack of probity.
Fraud risk

Likely Major Major High

Action Required

Pri ion ired

Mitigation and Management Strategy (Possible Future
Controls)

Examine systems, processes and training to ensure those with
delegated purchasing authority comply with the provisions of the
purchasing policy and with legislation.

Procurement A it

Functional

Whilst there are documented
formal requirements when
undertaking assessments of
responses to requests for
quotations, it is noted that often
this is conducted by only one
officer regardless of the purchase
value.

7.2.13a

Lack of probity.
Fraud risk

Likely jor or High

Prioritised action required

To help ensure probity and fairness when assessing high value
procurement options, at least three persons should assess the
procurement option independently of each other. Documented
processes should require a higher level of probity and due diligence,
the higher the value or risk associated with the purchase.

Functional

Documented procedures are not
in place to require declarations of
interest and confidentiality to be
signed prior to assessments being
undertaken for high value
purchases.

7.2.13b

Lack of probity.

Fraud risk
ly ajor

Major High

Tender A 1t

Prioritised action required

Persons assessing any significant procurement should be required
to declare any matters which may impact or be perceived to impact
on their independence. Procedures for the declaration of interests
prior to procurement assessments being undertaken should also be
documented for high value purchases and tenders.

Functional

Procedures for the assessment of
tenders against the selection
criteria are not consistently
applied. We noted an instance
where a tender scope was
developed by an external
consultant, who also undertook
the only assessment of the tender.
No procedures or correspondence
were available to ensure the
independence of persons in
assessing the tender. We note the
consultant who undertook the
assessments is currently engaged
to oversee the works, review
applications for payment by the
supplier and plan works to be
undertaken.

7.2.14a

Lack of probity.
Fraud risk. Internal
control or
compliance breach.

Likely Major Major High

Prioritised action required

To help ensure probity and fairness when assessing tenders,
procedures for the process to be undertaken in assessing tenders
should be followed and documented with at least three persons
assessing the tender independently of each other. Persons
assessing any significant procurement should be required to declare
any matters which may impact or be perceived to impact on their
independence.

Functional

Documented procedures are not
in place to require declarations of
interest and confidentiality to be
signed prior to assessments being
undertaken for tenders.

7.2.14b

Lack of probity.

Fraud risk. Internal
control or
compliance breach.

Likely Major Major High

Prioritised action required

To help ensure probity and fairness when assessing tenders,
procedures for the declaration of interests prior to assessing tenders
should be documented.

Local Laws




Shire of Three Springs - Risk Assessment

Risk Assessment Category Date of initial Strategic G Risk
Risk Identified Existing Controls risk Likelihood Consequenc P Category Action Required
. : : P Consequences
Risk Issue and Failure Modes identification es

Context of Risk

Mitigation and Management Strategy (Possible Future

assessment Number Controls)

We noted a number of local laws  Failure to identify Review local laws within an eight year period as required by section
exist, however evidence of any risks or adequately 3.16 of the Local Government Act 1995, or alternatively consider
recent reviews of local laws were treat identified risks. repealing inoperative local laws as detailed in section 3.12 of the
not available for our inspection. Local Government Act 1995.
Some local laws appear to be
inoperative (as provided by
section 3.7 of the Local
Government Act 1995).
Outstanding Purchase Orders
We did not observe any formal Lack of probity.
procedures relating to the routine  Fraud risk
Entity Wide 7.2.16  monitoring of and clearance of Possible Moderate Moderate
outstanding purchase orders.

Functional 7.2.15 Possible Moderate Moderate Medium Planned action required

Establish procedures to include review of the status of outstanding
purchase orders as part of end of month processes. Ensure any
controls developed are routinely and consistently applied.

Delegation Register
The 2017-18 annual report was  Internal control or
Functional 7.2.17a not accepted by Council as compliance breach. Unlikely Major Major
required.

Ensure future annual reports are accepted by Council as required by
ed action required |section 5.54 of the Local Government Act 1995.

The 2017-18 annual report was  Internal control or
Functional 7.2.17b  uploaded to the Shire’s website on compliance breach. Unlikely Major
26 March 2019.
Information Required to be Published on Official Local Government Website
We noted the following information Internal control or
(in addition to other matters noted compliance breach.
throughout this report) has not
been published on the Shire’s
official website:

Ensure process is in place for the annual report to be uploaded to
Planned action required [the Shire’s website within 14 days of acceptance by Council, as
required by section 5.55A of the Local Government Act 1995.

Ensure information is published on the Shire’s official website as
required by section 5.96A of the Local Government Act 1995.

Functional 7.2.18 +Copies of local laws; Unlikely Medium Planned action required
*Confirmed minutes of the special
meeting of Council held 31 July ‘
2019; and

*Minutes of the meeting of
electors held 6 February 2019.
Aquatic Centre Cash Handling
Controls in relation to the handling Internal control or Remove or significantly reduce the potential amount of cash
of cash received at the swimming compliance breach. received at the swimming pool facility, through use of pre-purchased

Functional 7219 pool facility are considered ikely Major Moderate g Biloiitisedlactionfiealined vouchers, EFTPOS etc. Should cash continue to be accepted,
inadequate. appropriate procedures and controls are required.
Staff Training
Planned staff training needs for Internal control or Refine the current staff training matrix to identify staff training needs
employees are currently identified compliance breach. relevant to their role, ensuring it is co-ordinated across the
Entity Wide 731 am.j recor_ded in a training matrix. Possible Moderate Moderate Medium Planned action required orga_n_isat_ion, monit_ors currency OT required licences and
This matrix has not been updated qualifications, and is regularly reviewed and updated.
for a number of years.
Timesheet Authorisation
Through review of payroll Failure to identify Ensure all timesheets are properly completed, and authorised, when
processes, instances were risks or adequatel! forwarding to staff for processing through fortnightly payroll to
Entity Wide 732 ide_ntified where_ there was no treat identified risk Possible Moderate Moderate Wl Planned action required ensure employees receive correct entitlements.
evidence of review and
authorisation of time records by
an authorising officer.
Staff Contracts
Through our limited testing, we Failure to identify Undertake a review of all personnel to reconcile documentation
noted an instance where evidence risks or adequately relating to conditions of employment, remuneration, roles and
of correspondence on an treat identified risks. responsibilities.
Entity Wide 733 employee file to support the Possible Moderate Moderate Medium Planned action required

current rate of pay applied through
the payroll was not available
between December 2015 and
September 2019.

Employee Termination Procedures




Context of

assessment

Entity Wide

Risk Assessment Category

Risk

NTBEE Risk Issue and Failure Modes

No formal process or procedure is
currently in place to ensure the
appropriate termination of
employees. Departmental
managers have the responsibility
of ensuring Shire assets are
recovered, however there is no
structure in place to ensure IT
permissions and security codes
are restricted, or for Shire
property (phones, vehicles, keys)
to be returned prior to the
employee finishing with the Shire.

734

Risk Identified

Failure to identify
risks or adequately
treat identified risks.

Shire of Three Springs - Risk Assessment

Risk
Category

Date of initial Strategic
risk Likelihood Consequenc
identification es

Operational

Existing Controls
Consequences

Action Required

Possible Moderate Moderate Medium Planne ion required

Mitigation and Management Strategy (Possible Future
Controls)

Establish procedures or checklists to manage and document the
termination of employees, ensuring access to IT systems, etc. is
appropriately restricted and all allocated Shire assets are recovered.

Staff Induction Processes

Entity Wide

Staff inductions appear to be
consistently applied throughout
the organisation. The code of
conduct is not included within the
checklist of requirements for a
new employee commencing.

7.3.5a

Internal control or
compliance breach.

Possible Moderate Moderate d action required

Ensure all new employees of Council are appropriately inducted,
with evidence of inductions retained on employee files.

Entity Wide

Copies of employee driver
licences are checked for currency
and recorded on employee
personnel files, but not reviewed
subsequent to the initial
inspection.

7.3.5b

Internal control or
compliance breach.

Possible Maderate Planned action required

Payroll Exception Reporting

Establish procedures to ensure copies of employee driver licences,
and other required certifications and qualifications relevant to their
position, are routinely recorded on employee files.

Functional

The officers responsible for
processing and reviewing payroll
are tasked with review and
capture of employee entitlements,
allowances, deductions, etc. This
is performed through a variance
report comparing the payroll being
processed to the previous payroll
reports with no verification to
employee master records. Staff
have advised more formal
documentation / checklists are
intended to be created to assist
with payroll processing, review
and authorisation.

7.3.6

Lack of probity.
Internal control or
compliance breach.
Financial loss.

\g

Moderate

Major

High Prioritised action required

A full review of procedures and controls is required to determine
practical procedures, documentation and controls for the accurate
processing of payroll each fortnight. Details for each employee
should be reviewed against individual employment contracts to
capture allowances, deductions, entitlements etc, into a master list,
with appropriate review and authorisation for accuracy. Payroll
exception reporting and review of audit trails should be undertaken
to capture anomalies or unauthorised changes.

Events Insurance

™

Entity Wide

Community Groups’ insurances
are not always assessed prior to
events being held on Shire
property. Reliance is placed on
event organisers to ensure copies
of insurances are provided.

741

Lack of probity.
Financial loss.
Breakdown in
internal controls.

Likely Major Major High Prioritised action required

To help ensure all events held on Shire property have relevant and
adequate insurance cover, procedures should be developed, and
records maintained to ensure current insurances are in place.

Contractor Insurance

Entity Wide

Contractors’ insurances are not
always assessed prior to award of
contracts in all cases. Reliance is
placed on contract managers to
ensure copies of insurances are
provided.

7.4.2

Lack of probity.
Financial loss.
Breakdown in
internal controls.

Likely Major Major High Prioritised action required

To help ensure all contractors have the relevant licences and have
adequate insurance cover for the works they undertake for the
Shire, procedures should be developed, and records maintained to
ensure copies of contractor’s insurances are held on file.

List of Payments




Context of

assessment

Entity Wide

Risk Assessment Category

Risk

NTBEE Risk Issue and Failure Modes

The list of payments discloses
details of each invoice being paid,
rather than just the information
required by legislation. Public
provision of this level of detail
increases the risk of IT related
fraud and may result in disclosure
of confidential commercial
information.

8.1.1

Shire of Three Springs - Risk Assessment

Risk
Category

Date of initial Strategic
risk Likelihood Consequenc
identification es

Operational

Risk Identified
Consequences

Existing Controls

Lack of probity.
Fraud risk. Internal
control or

compliance breach.

Financial loss.

Possible Major Major High

Action Required

Prioritised action required

Council and Audit Risk Committee

Mitigation and Management Strategy (Possible Future
Controls)

The list of payments made by the CEO under delegated authority
should be presented to Council with only the minimum information
required by legislation.

Functional

Identified risks are not included
within agenda items for elected
member consideration or recorded
in an appropriate risk register.

8.1.2

Failure to identify
risks or adequately

treat identified risks. Possible Moderate Moderate

Local Public Notice of Meetings

Functional

Audit Committee meetings have
not been advertised via local

813 public notice.

Compliance breach.

Possible Moderate Moderate

Identified risks relating to a Council decision should be
communicated within the agenda item, to enable elected members to
be fully informed of the identified risks when making decisions. Risks
should also be appropriately recorded in a risk register.

ned action required

Ensure all committee meetings under the Local Government Act
1995 which are required to be open to the public, are advertised in
accordance with regulation 12 of the Local Government
(Administration) Requlations 1996.

Council and Committee Minutes

Functional

In our limited testing and review of
minutes of Council meetings, we
noted the following:

«An instance where a staff
member declared an interest and
left the meeting. The minutes do
not contain a record of when or if
the staff member returned to the
meeting;

*An elected member declared an
interest in and voted on a matter,
however the minutes did not
include a record of any decision to
allow the declaring member to
remain during discussions /
deliberations, or to participate in
the decision;

*Not all extents of interests
disclosed at meetings have been
recorded in the minutes;
«Albudget amendment was
submitted for Council
consideration which required an
absolute majority decision,
however the officer’s report
indicated only a simple majority
was required; and

«Aldecision at a Council meeting
varied from the written officer’s
recommendation, yet the minutes
did not state a reason for the
chanae.

8.1.4a

Compliance breach.

ible Moderate Moderate Medium

QO

Planned action required

Ensure minutes of Council meetings are correctly recorded and
contain all information required under regulation 11 of the Local
Government (Administration) Regulations 1996.




Context of
assessment

Functional

Risk Assessment Category

Risk

NTBEE Risk Issue and Failure Modes

It was noted an Audit Committee
Meeting was included as an
agenda item for the ordinary
Council meeting held 12
December 2018, rather than the
Audit Committee meeting being
held as a separate meeting.
Although all elected members
comprise membership of the Audit
Committee, it has specific duties
under legislation, with regulations
also providing for content of
minutes, meeting procedures etc
and as such, is required to hold its
own committee meeting separate
from a meeting of council.

8.1.4b

Shire of Three Springs - Risk Assessment

Risk
Category

Date of initial Strategic
risk Likelihood Consequenc
identification es

Operational

Risk Identified
Consequences

Existing Controls

Compliance breach.

Possible Moderate Moderate Medium

L 2

Functional

A budget amendment was
adopted by Council at a special
meeting held 4 September 2019.
A component of the budget
amendment was a change to a
previous decision made by
Council, rather than a budget
amendment. This change was not
undertaken in accordance with the
provisions of regulation 10 of the
Local Government
(Administration) Regulations
1996.

8.1.4c

Compliance breach.

Moderate dium

Possible

Action Required

Planned act| quired

Mitigation and Management Strategy (Possible Future
Controls)

Hold separate committee meetings for the Audit Committee as
required by legislation, including the functions provided for in
regulation 16 of the Local Government (Audit) Regulations 1996.

Planned action required

Ensure changes or revocations to previous decisions of Council are
correctly considered and treated as required by legislation.

Functional

Not all attachments (monthly
statement of financial activity,
accounts for payment list) are
published in the minutes on the
official local government website.

8.1.4d

Compliance breach.

Moderate Medium

Planned action required

Ensure all attachments supporting the minutes are included in the
official minutes, and the minutes published on the official local
government website.

Monthly Statement of Financial Activity

Functional

Our limited testing noted the
explanation of material variances
were not properly completed in the
documents supporting the May
2019 statement of financial activity
as required by regulation 34(2)(b)
of the Local Government
(Financial Management)
Requlations 1996.

8.1.5a

Compliance breach.

Moderate High

Prioritised action required

Ensure the monthly statement of financial activity contains all items
required by legislation.

Functional

We observed the September 2019
monthly statement of financial
activity presented to Council
contained an error at Note 8, in
that the incorrect GRYV residential
rate in the dollar was reported.

8.1.5b

Compliance breacl

Possible Major Moderate High

Prioritised action required

Ensure the monthly statement of financial activity contains all items
required by legislation.

Risk Register

Functional

A risk register was not available
for our inspection to reflect
identified risks, and if they have

8.2.1  been adequately treated.

Breakdown of
internal controls.

Possible Minor Moderate Medium

Planned action required

Maintaining risk registers for all identified risks is important to help
ensure appropriate recording and communication of high rated risks,
along with providing a record to enable the verification of whether
treatment plans have appropriately reduced the risk. Routine (at
least quarterly) review of the risk register is required to assist in
ensuring identified risks are adequately treated.

Tender Register




Context of
assessment

Functional

Shire of Three Springs - Risk Assessment

Risk
Category

Risk Assessment Category

Date of initial Strategic
risk Likelihood Consequenc
identification es

Risk
Number

Operational

Risk Identified
Consequences

Existing Controls
Risk Issue and Failure Modes

Internal control or
compliance breach.

Inspection of the register noted
the inclusion of several
procurements which were not
tenders, but rather purchases
made under exemptions allowed
by regulation 11(2) of the Local
Government (Functions and
General) Regulations 1996 or
requests for quotations and
expressions of interest called.
Procurement processes which are
not tenders should be maintained
separate to the tender register.

8.2.2a Possible Major Moderate High

L 2

Action Required

Prioritisel ion required

Mitigation and Management Strategy (Possible Future
Controls)

Ensure the tender register complies with Regulation 16 & 17 of the
Local Government (Functions and General) Regulations 1996 for
future tenders called.

Functional

Internal control or
compliance breach.

We noted the tender register
contained documentation which
could identify the value of the
consideration being sought by
tenderers if it were inspected by
the public. Recording such
information within the register is
contrary to Regulation 16(3)(c) of
the Local Government (Functions
and General) Regulations 1996.

8.2.2b Possible Major Moder;

Prioritised action required

Ensure the tender register contains only the information required to
comply with Regulation 16 & 17 of the Local Government (Functions
and General) Regulations 1996 for future tenders called.

Contracts Register

Functional

Breakdown of
internal controls.

A contracts register was not

8.2.3  available for our inspection. Possible Medium

Planned action required

Maintain a register to record details of contracts and their status to
assist with ensuring contracts are monitored and actioned as
required.

\ 2

Delegation Register

Functional

A number of items recorded in the Internal control or
delegations register as compliance breach.
delegations to the CEO are

responsibilities of the CEO, and

not decisions of Council delegated

to the CEO.

8.2.4a ely ajor Major Medium

Planned action required

Review Council delegations to the CEO to ensure they relate to
decisions of Council delegated to the CEO and update the register
accordingly.

Functional

A review/amendment history is not Internal control or
currently recorded within the compliance breach.
delegations register.

8.2.4b Unli Major Major Medium

Planned action required

Following review of Delegations by Council, update the latest
‘history’ date on each delegation to provide an accurate record of
when the delegation was reviewed, amended and adopted.

Functional

Some delegations within the Internal control or
register include a delegation to the compliance breach.
Environmental Health and Building

Officer. The individual currently

performing these duties is not an

employee of Council, therefore

cannot be delegated authority

under the Building Act 2011 or

Local Government Act 1995.

8.2.4c Unlikely Major Major Medium

Planned action required

Review and amend delegations relating to the Building Act 2011 to
remove sub delegation to contract Environmental Health and
Building Officer, ensuring delegation remains with appropriately
authorised officer of Council.

Functional

Delegations are not numbered. Internal control or
We noted some delegations to the compliance breach.
CEO reference sub delegations to

other officers, however these

delegations from the CEO are not

recorded in the register. Minute

references of delegations being

made and memorandums to staff

of delegations made to them are

also not maintained.

8.2.4d Unlikely Major Major Medium

Planned action required

Numbering delegations may assist to provide a clear record of
delegations being made and exercised. Review and update the
delegations register to ensure records are maintained as required by
legislation and as noted in the Department of Local Government,
Sport and Cultural Industries Operational Guideline No. 17.

Gifts Register




Context of

assessment

Risk Assessment Category

Risk

NTBEE Risk Issue and Failure Modes

Shire of Three Springs - Risk Assessment

Risk
Category

Date of initial Strategic
risk Likelihood Consequenc
identification es

Operational

Risk Identified
Consequences

Existing Controls

Action Required

Mitigation and Management Strategy (Possible Future
Controls)

We noted the register of gifts Lack of probity. Establish a register of gifts in the prescribed form and publish on the
contains record of disclosures Internal control or Shire’s official website as required.
made under the former provision ~compliance breach.
of the Local Government Act 1995
Entity Wide 8.25  (sections 5.82 & 5.83) and are Possible Moderate Moderate Medium Planned action required
published on the Shire’s website
as required. We did not observe a
register of gifts in the prescribed
form as required.
Notifiable Gifts Register
A notifiable gifts register was not  Breakdown of Maintain a register to record details of notifications given in relation
available for our inspection or internal control. to gifts as required by regulation 34B(5) of the Local Government
published on the Shire’s website  Compliance breach. ’ (Administration) Regulations 1996, and publish on the Shire’s official
Functional 8.2.6  as required by regulation 34B(5) Unlikely Moderate Moderate Medium website as required.
of the Local Government
(Administration) Regulations
1996.
Investment Register
An investment register was not Breakdown of Recording the nature and location of all investments and related
available for our inspection. internal control. transactions is required by Regulation 19 (2) of the Local
Compliance breach. Government (Financial Management) Regulations 1996. Tracing of
funds on maturity of investments is essential and record of where
Functional 8.2.7 Unlikely Moderate Mediu Planned action required [funds are transferred and who authorised the transfer should be
maintained within the register. Maintaining printed copies of the
investment register, reviewed and authorised by a senior manager
independent of the control of the investments, prevents subsequent
amendment to the reaister.
Register of Hazardous Materials
A register of hazardous materials Breakdown of Develop and maintain a register to record details of hazardous
was not available for our internal controls. materials, such as asbestos, for properties under the control of the
inspection, to reflect properties ‘ Shire.
under the control of the Shire
Functional 8.2.8  which may contain hazardous 0; Moderate Medium Planned action required
materials such as asbestos, and if
associated risks have been
adequately treated.
Financial Interest Register
We noted primary returns were Breakdown of Ensure systems and procedures are in place to obtain all returns
completed for two relevant internal control. required under the Local Government Act 1995. Undertake
persons. In both instances these  Compliance breach. necessary actions to rectify and report this matter as required.
Functional 8.2.9a primary returns have been Unlikely Moderate Moderate Medium Planned action required
completed more than three
months after the documented start
date.
Acknowledgements of annual Breakdown of Review systems and procedures place to ensure the
returns for three relevant persons, internal control. acknowledgement of receipt of all returns occurs, and are
as well as acknowledgement of a  Compliance breacl appropriately filed in the register of financial interests as required
Functional g2.9p Prmary return for a relevant Unlikely Moderate Moderate Medium Planned action required under the Local Government Act 1995.
person, were not recorded as
required by section 5.77 of the
Local Government Act 1995.
A primary return for two relevant  Breakdown of Undertake a thorough examination of files to locate the primary
. persons were not available for internal control. . . . . returns and file within the register as required within the provisions
Functional 8.2.9¢ inspection upon examination of Compliance breach. Unlikely Moderate Moderate LESE lagiediactionliegiied of section 5.88 of the Local Government Act 1995, or take action to
the Financial Interest Register. rectify and report this matter as required.




Context of
assessment

Risk Assessment Category

Risk

NTBEE Risk Issue and Failure Modes

We noted a relevant person’s
primary return pre-dates their
documented start date. It was also

Risk Identified

Breakdown of
internal control.
Compliance breach.

Existing Controls

Shire of Three Springs - Risk Assessment

Risk
Category

Date of initial
risk
identification

Strategic
Likelihood Consequenc
es

Operational

Action Required
Consequences

Mitigation and Management Strategy (Possible Future
Controls)

Undertake a thorough examination of files to locate the primary
returns and file within the register as required within the provisions
of section 5.88 of the Local Government Act 1995, or take action to

Functional 8.2.9d noted the same relevant person’s Unlikely Moderate Moderate Medium Planned action required |rectify and report this matter as required.
acknowledgement of a
subsequent annual return pre-
dated the completed return.
A primary return for a relevant Breakdown of Establish procedures to ensure all primary and annual returns are
person was noted to have internal control. properly completed at the time of providing acknowledgement of
incomplete information, in that the Compliance breach. receipt of the returns.
start date for the relevant person
Functional 8.2.9e  was omitted from the form. We Unlikely Moderate Moderate Me‘ n uired
noted another instance where a
primary return contained several
blank fields / incomplete
information.
Regulatory Health Inspection Register
A register of health inspections Breakdown of Maintain a register to record details a central record of health
Functional 8.2.10 undenz;ken is not routinely interna_l control. Unlikely Moderate anned action required inspection_s undelftaken, registered prerr_1is_es with_in the_ district, and
maintained. Compliance breach. to ensure inspections are undertaken within required timeframes.
Swimming Pool Inspection Register
A register of inspections of private Breakdown of Develop and maintain a register to assess the current status of
swimming pools within the district internal control. private swimming pool inspections. Routine monitoring and review of
Functional 8211 Was no? availabllel for our Compliance breach. Unlikely ate Medium Plannedaction required the rggistgr will assist to ensure inspections are undertaken within
inspection and it is unclear when required timeframes.
inspections were last performed.
Community Complaints Procedures
A customer complaints register is  Failure to identify ‘ To help ensure all complaints are adequately resolved, a register of
not currently maintained to follow  risks or adequately customer complaints received should be maintained.
up and ensure all complaints are  treat identified risks.
Functional 8.4.1 adequ.ately address.ed‘ Th's type ible ajor Major High Prioritised action required
of register may assist with
alignment to the requirements of
the complaints handling policy.
Official Complaints Register
No official complaints register was Failure to identify To ensure compliance with the Act, an official complaints register
Functional 8.4.2a available for inspection. risks or anquaFely Possible Major Moderate High Prioritised action required should be maintaiped and published on the Shire’s official local
treat identified risks. government website.
The official complaints register is  Failure to identify To ensure compliance with the Act, an official complaints register
not published on the Shire’s risks or adequately, should be maintained and published on the Shire’s official local
Functional 8.4.2b official Ipcal government website  treat identified ris Possible Major Moderate High Prioritised action required government website.
as required by section 5.121(3) of
the Local Government Act 1995.
Internal Audit
Currently, no internal auditors Internal and We suggest as the level of documented procedures increases, an
have been appointed, and limited compliance risks not expanded internal audit function to confirm adherence to
Entity Wide 8.5.1 internal audit functions have been identified. Possible Moderate Moderate Medium Planned action required [documented policies and procedures may be required as
undertaken. recommended by the OAG in their report to parliament on the Audit
of Local Government.
OSH Audit
An audit was undertaken by an Internal and Continue with implementation of the OSH Management Plan and
independent party in 2018. compliance risks not ensure all previously identified OSH matters have been adequately
Entity Wide 8.5.2 According to staff representations, identified. Possible Moderate Moderate Medium Planned action required addressed.

the OSH Management Plan is not
yet fully implemented.

Audit Regulation 17 Review




Shire of Three Springs - Risk Assessment

Risk Assessment Category Date of initial Strategic . Risk e -
Risk Identified Existing Controls risk Likelihood Consequenc Qe Category Action Required IMTiTgFtdIen Euel (N ENREEmEnt Siliisgy (FossH Fuie
Consequences Controls)

Risk Issue and Failure Modes identification es

Context of Risk

assessment Number

Previous review required under  Internal and Outstanding items identified within the previous Audit Regulation 17
Audit Regulation 17 highlighted a  compliance risks not Review be addressed.
number of improvement identified.

Entity Wide 8.6.1  opportunities to matters identified. Possible Moderate Moderate Medium Planned action required

19 of these improvements are yet
to be implemented.

Financial Management Review

Financial management review Internal and Implement sytems to regularly monitor, action and items raised
undertaken in May 2017 made compliance risks not within reviews of internal controls.
four recommendations to improve identified.
. " the Financial Management of the . .
Entity Wide 8.6.2 . X . " o Possible Moderate Moderate
ty Shire. Two items identified within Mew o M

the Financial Management
Review remain to be addressed.

QOQ



Department of Local Government, Sport and Cultural Industries - Compliance Audit Return

“é@) Department of
Le 4 Local Government, Sport
. and Cultural Industries

WESTERN AUSTRALIA

Three Springs - Compliance Audit Return 2019

Certified Copy of Return

Please submit a signed copy to the Director General of the Department of Local Government, Sport and Cultural Industries

together with a copy of section of relevant minutes.

Commercial Enterprises by Local Governments

No Reference Question Response Comments Respondent
1 s3.59(2)(a)(b)(c) Has the local government prepared a N/A Keith Woodward
F&G Reg 7,9 business plan for each major trading
undertaking in 20197
2 s3.59(2)(a)(b)(c) Has the local government prepared a N/A Keith Woodward
F&G Reg 7,10 business plan for each major land
transaction that was not exempt in
20197
3 s3.59(2)(a)(b)(c) Has the local government prepared a N/A Keith Woodward
F&G Reg 7,10 business plan before entering into each
land transaction that was preparatory
to entry into a major land transaction
in 20197
4 s3.59(4) Has the local government complied N/A Keith Woodward
with public notice and publishing
requirements of each proposal to
commence a major trading
undertaking or enter into a major land
transaction for 2019?
5 s3.59(5) Did the Council, during 2019, resolve N/A Keith Woodward

to proceed with each major land
transaction or trading undertaking by
absolute majority?

lof12




Department of Local Government, Sport and Cultural Industries - Compliance Audit Return

“é@) Department of
Le 4 Local Government, Sport
. and Cultural Industries

WESTERN AUSTRALIA

Delegation of Power / Duty

No Reference Question Response Comments Respondent

1 s5.16, 5.17, 5.18 Were all delegations to committees Yes Keith Woodward
resolved by absolute majority?

2 s5.16, 5.17, 5.18 Were all delegations to committees in Yes Keith Woodward
writing?

3 s5.16, 5.17, 5.18 Were all delegations to committees Yes Keith Woodward
within the limits specified in section
5.17?

4 s5.16, 5.17, 5.18 Were all delegations to committees Yes Keith Woodward
recorded in a register of delegations?

5 s5.18 Has Council reviewed delegations to its Yes Keith Woodward
committees in the 2018/2019 financial
year?

6 s5.42(1),5.43 Did the powers and duties of the Yes Keith Woodward

Admin Reg 18G Council delegated to the CEO exclude
those as listed in section 5.43 of the

Act?
7 s5.42(1)(2) Admin Were all delegations to the CEO Yes Keith Woodward
Reg 18G resolved by an absolute majority?
8 s5.42(1)(2) Admin Were all delegations to the CEO in Yes Keith Woodward
Reg 18G writing?
9 s5.44(2) Were all delegations by the CEO to any Yes Keith Woodward

employee in writing?

10 s5.45(1)(b) Were all decisions by the Council to N/A Non revoked Keith Woodward
amend or revoke a delegation made by
absolute majority?

11 s5.46(1) Has the CEO kept a register of all Yes Keith Woodward
delegations made under the Act to him
and to other employees?

12 s5.46(2) Were all delegations made under Yes Keith Woodward
Division 4 of Part 5 of the Act reviewed
by the delegator at least once during
the 2018/2019 financial year?

13  s5.46(3) Admin Did all persons exercising a delegated No Keith Woodward
Reg 19 power or duty under the Act keep, on
all occasions, a written record as
required?

Disclosure of Interest

No Reference Question Response Comments Respondent

1 s5.67 If a member disclosed an interest, did Yes Keith Woodward
he/she ensure that they did not remain
present to participate in any discussion
or decision-making procedure relating
to the matter in which the interest was
disclosed (not including participation
approvals granted under s5.68)?

2 s5.68(2) Were all decisions made under section Yes Keith Woodward
5.68(1), and the extent of participation
allowed, recorded in the minutes of
Council and Committee meetings?

20f12




Department of Local Government, Sport and Cultural Industries - Compliance Audit Return

SM% Department of
Le 4 Local Government, Sport
L.\ and Cultural Industries

WESTERN AUSTRALIA

No Reference Question Response Comments Respondent

3 s5.73 Were disclosures under section 5.65 or Yes Keith Woodward
5.70 recorded in the minutes of the
meeting at which the disclosure was
made?

4 s5.73 Where the CEO had an interest relating N/A Keith Woodward
to a gift under section 5.71A(1), was
written notice given to the Council?

5 s5.73 Where the CEO had an interest relating N/A Keith Woodward
to a gift in a matter in respect of a
report another employee is providing
advice on under section 5.71A (3), was
the nature of interest disclosed when
the advice or report was provided?

6 s5.75(1) Admin Was a primary return lodged by all Yes Keith Woodward
Reg 22 Form 2 newly elected members within three
months of their start day?
7 s5.75(1) Admin Was a primary return lodged by all Yes Keith Woodward
Reg 22 Form 2 newly designated employees within

three months of their start day?

8 s5.76(1) Admin Was an annual return lodged by all Yes Keith Woodward
Reg 23 Form 3 continuing elected members by 31
August 20197
9 s5.76(1) Admin Was an annual return lodged by all Yes Keith Woodward
Reg 23 Form 3 designated employees by 31 August
2019?
10 s5.77 On receipt of a primary or annual Yes Keith Woodward

return, did the CEO, (or the Mayor/
President in the case of the CEO’s
return) on all occasions, give written
acknowledgment of having received
the return?

11 s5.88(1)(2) Admin Did the CEO keep a register of financial Yes Keith Woodward
Reg 28 interests which contained the returns
lodged under section 5.75 and 5.767

12 s5.88(1)(2) Admin Did the CEO keep a register of financial Yes Keith Woodward
Reg 28 interests which contained a record of

disclosures made under sections 5.65,
5.70 and 5.71, in the form prescribed
in Administration Regulation 28?

13 s5.89A Admin Reg Did the CEO keep a register of gifts Yes Keith Woodward
28A which contained a record of disclosures
made under section 5.71A, in the form
prescribed in Administration Regulation
28A?

14 s5.88 (3) Has the CEO removed all returns from Yes Keith Woodward
the register when a person ceased to
be a person required to lodge a return
under section 5.75 or 5.767?

15 s5.88(4) Have all returns lodged under section Yes Keith Woodward
5.75 or 5.76 and removed from the
register, been kept for a period of at
least five years, after the person who
lodged the return ceased to be a
council member or designated
employee?
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Department of Local Government, Sport and Cultural Industries - Compliance Audit Return

‘(@f{ Department of
Le 4 Local Government, Sport

and Cultural Industries

GOVERNMENT OF
WESTERN AUSTRALIA

No Reference

Question

Response Comments

Respondent

16 s5.103 Admin Reg
34C & Rules of
Conduct Reg 11

Where an elected member or an
employee disclosed an interest in a
matter discussed at a Council or
committee meeting where there was a
reasonable belief that the impartiality
of the person having the interest would
be adversely affected, was it recorded
in the minutes?

Yes

Keith Woodward

17 s5.70(2)

Where an employee had an interest in
any matter in respect of which the
employee provided advice or a report
directly to the Council or a Committee,
did that person disclose the nature of
that interest when giving the advice or
report?

Yes

Keith Woodward

18  s5.70(3)

Where an employee disclosed an
interest under s5.70(2), did that
person also disclose the extent of that
interest when required to do so by the
Council or a Committee?

Yes

Keith Woodward

19  s5.103(3) Admin
Reg 34B

Has the CEO kept a register of all
notifiable gifts received by Council
members and employees?

Yes

Keith Woodward

Disposal of Property

No Reference

Question

Response Comments

Respondent

1 $3.58(3)

Was local public notice given prior to
disposal for any property not disposed
of by public auction or tender (except
where excluded by Section 3.58(5))?

Yes

Keith Woodward

2 s3.58(4)

Where the local government disposed
of property under section 3.58(3), did
it provide details, as prescribed by
section 3.58(4), in the required local
public notice for each disposal of
property?

No

Keith Woodward

Elections

No Reference

Question

Response Comments

Respondent

1 Elect Reg 30G (1)
(2)

Did the CEO establish and maintain an
electoral gift register and ensure that
all 'disclosure of gifts' forms completed
by candidates and received by the CEO
were placed on the electoral gift
register at the time of receipt by the
CEO and in a manner that clearly
identifies and distinguishes the
candidates?

N/A

Keith Woodward

2 Elect Reg 30G(3) &
4)

Did the CEO remove any ‘disclosure of
gifts’ forms relating to an unsuccessful
candidate or a successful candidate
that completed the term of office from
the electoral gift register, and retain
those forms separately for a period of
at least 2 years?

N/A

Keith Woodward
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Department of Local Government, Sport and Cultural Industries - Compliance Audit Return

s(ﬁ(ﬁ) Department of
/ Le 4 Local Government, Sport

and Cultural Industries

GOVERNMENT OF
WESTERN AUSTRALIA

Finance

No

Reference

Question

Response

Comments

Respondent

1

s7.1A

Has the local government established
an audit committee and appointed
members by absolute majority in
accordance with section 7.1A of the
Act?

Yes

Keith Woodward

s7.1B

Where a local government determined
to delegate to its audit committee any
powers or duties under Part 7 of the

Act, did it do so by absolute majority?

N/A

Keith Woodward

s7.3(1)

Was the person(s) appointed by the
local government under s7.3(1) to be
its auditor, a registered company
auditor?

Yes

Appointed by OAG

Keith Woodward

s7.3(1), 7.6(3)

Was the person or persons appointed
by the local government to be its
auditor, appointed by an absolute
majority decision of Council?

N/A

Keith Woodward

Audit Reg 10

Was the Auditor’s report(s) for the
financial year(s) ended 30 June
received by the local government
within 30 days of completion of the
audit?

Yes

Keith Woodward

s7.9(1)

Was the Auditor’s report for the
financial year ended 30 June 2019
received by the local government by
31 December 2019?

Yes

Keith Woodward

S7.12A(3)

Where the local government
determined that matters raised in the
auditor’s report prepared under s7.9
(1) of the Act required action to be
taken, did the local government,
ensure that appropriate action was
undertaken in respect of those
matters?

Yes

Keith Woodward

S7.12A (4)

Where the auditor identified matters as
significant in the auditor’s report
(prepared under s7.9(1) of the Act),
did the local government prepare a
report stating what action had been
taken or it intended to take with
respect to each of the matters and
give a copy to the Minister within 3
months after receipt of the audit
report?

Yes

Keith Woodward

9

S7.12A (4)

Within 14 days after the local
government gave a report to the
Minister under s7.12A(4) (b), did the
CEO publish a copy of the report on
the local government’s official website?

Yes

Keith Woodward

10

Audit Reg 7

Did the agreement between the local
government and its auditor include the
objectives of the audit?

N/A

Keith Woodward

11

Audit Reg 7

Did the agreement between the local
government and its auditor include the
scope of the audit?

N/A

Keith Woodward
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s(ﬁ(ﬁ) Department of
/ Le 4 Local Government, Sport

and Cultural Industries

GOVERNMENT OF
WESTERN AUSTRALIA

No Reference

Question

Response

Comments Respondent

12 Audit Reg 7

Did the agreement between the local
government and its auditor include a
plan for the audit?

Yes

Keith Woodward

13  Audit Reg 7

Did the agreement between the local
government and its auditor include
details of the remuneration and
expenses to be paid to the auditor?

N/A

Keith Woodward

14 Audit Reg 7

Did the agreement between the local
government and its auditor include the
method to be used by the local
government to communicate with, and
supply information to, the auditor?

Yes

Keith Woodward

Integrated Planning and Reporting

No Reference

Question

Response

Comments Respondent

1 s5.56 Admin Reg
19DA (6)

Has the local government adopted a
Corporate Business Plan. If Yes, please
provide adoption date of the most
recent Plan in Comments?

Yes

20th June 2018 Keith Woodward

2 s5.56 Admin Reg
19DA (4)

Has the local government reviewed the
Corporate Business Plan in the 2018-
2019 Financial Year. If Yes, please
provide date of Council meeting the
review was adopted at?

No

Keith Woodward

3 s5.56 Admin Reg
19C

Has the local government adopted a
Strategic Community Plan. If Yes,
please provide adoption date of the
most recent Plan in Comments?

Yes

26th November 2018 Keith Woodward

4 s5.56 Admin Reg
19C (4)

Has the local government reviewed the
current Strategic Community Plan. If
Yes, please provide date of most
recent review by Council in Comments.

Note: If the current Strategic
Community Plan was adopted after
1/1/2016, please respond N/A and
provide adoption date in Comments?

N/A

Keith Woodward

5 S5.56 Admin Reg
19DA (3)

Has the local government developed
an Asset Management Plan(s) that
covers all asset classes. If Yes, please
provide the date of the most recent
Plan adopted by Council in Comments?

Yes

Incorporated with Keith Woodward
Strategic Resources plan

2016-2031

6 S5.56 Admin Reg
19DA (3)

Has the local government developed a
Long Term Financial Plan. If Yes,
please provide the adoption date of the
most recent Plan in Comments?

Yes

Incorporated with Keith Woodward
Strategic Resources plan

2016-2031

7 S5.56 Admin Reg
19DA (3)

Has the local government developed a
Workforce Plan. If Yes, please provide
adoption date of the most recent Plan
in comments?

Yes

Incorporated with Keith Woodward
Strategic Resources plan

2016-2031
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Local Government Employees

No Reference Question Response Comments Respondent

1 Admin Reg 18C Did the local government approve the Yes Keith Woodward
process to be used for the selection
and appointment of the CEO before the
position of CEO was advertised?

2 s5.36(4) s5.37(3), Were all vacancies for the position of Yes Keith Woodward
Admin Reg 18A CEO and other designated senior
employees advertised and did the
advertising comply with s.5.36(4),
5.37(3) and Admin Reg 18A?

3 Admin Reg 18F Was the remuneration and other Yes Keith Woodward
benefits paid to a CEO on appointment
the same remuneration and benefits
advertised for the position of CEO
under section 5.36(4)?

4 Admin Regs 18E Did the local government ensure Yes Keith Woodward
checks were carried out to confirm that
the information in an application for
employment was true (applicable to
CEO only)?

5 s5.37(2) Did the CEO inform Council of each Yes Keith Woodward
proposal to employ or dismiss a
designated senior employee?
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Official Conduct

No

Reference

Question

Response

Comments

Respondent

1

s5.120

Where the CEO is not the complaints
officer, has the local government
designated a senior employee, as
defined under s5.37, to be its
complaints officer?

N/A

CEO is complaints Officer Keith Woodward

$5.121(1)

Has the complaints officer for the local

government maintained a register of
complaints which records all
complaints that result in action under
s5.110(6)(b) or (c)?

Yes

No complaints received.

Keith Woodward

s5.121(2)(a)

Does the complaints register
maintained by the complaints officer
include provision for recording of the
name of the council member about
whom the complaint is made?

Yes

Keith Woodward

s5.121(2)(b)

Does the complaints register
maintained by the complaints officer
include provision for recording the
name of the person who makes the
complaint?

Yes

Keith Woodward

s5.121(2)(c)

Does the complaints register
maintained by the complaints officer
include provision for recording a
description of the minor breach that

the standards panel finds has occured?

Yes

Keith Woodward

$5.121(2)(d)

Does the complaints register
maintained by the complaints officer
include the provision to record details

of the action taken under s5.110(6)(b)

or (c)?

Yes

Keith Woodward

8 of 12




Department of Local Government, Sport and Cultural Industries - Compliance Audit Return

‘(@f{ Department of
Le 4 Local Government, Sport
. and Cultural Industries

WESTERN AUSTRALIA

Optional Questions

No Reference Question

Response

Comments

Respondent

1 Financial Did the CEO review the

Management Reg 5 appropriateness and effectiveness of

(2)(c) the local government’s financial
management systems and procedures
in accordance with Local Government
(Financial Management) Regulation 5
(2)(c) within the 3 years prior to 31
December 2019? If yes, please
provide date of Council resolution in
comments?

Yes

Council OCM Feb 2020

Keith Woodward

2 Audit Reg 17 Did the CEO review the
appropriateness and effectiveness of
the local government’s systems and
procedures in relation to risk
management, internal control and
legislative compliance in accordance
with Local Government (Audit)
Regulation 17 within the 3 years prior
to 31 December 2019? If yes, please
provide date of Council resolution in
comments?

Yes

Council OCM Feb 2020

Keith Woodward

3 Financial Did the local government provide AASB
Management Reg 124 related party information in its
5A. annual report(s) tabled at an electors
meeting(s) during calendar year 2019?

Yes

Keith Woodward

4 S$6.4(3) Did the local government submit to its
auditor by 30 September 2019 the
balanced accounts and annual financial
report for the year ending 30 June
20197

No

Extension granted by
DLGSC

Keith Woodward

Tenders for Providing Goods and Services

No Reference Question

Response

Comments

Respondent

1 s3.57 F&G Reg 11 Did the local government invite
tenders on all occasions (before
entering into contracts for the supply
of goods or services) where the
consideration under the contract was,
or was expected to be, worth more
than the consideration stated in
Regulation 11(1) of the Local
Government (Functions & General)
Regulations (Subject to Functions and
General Regulation 11(2))?

Yes

Keith Woodward

2 F&G Reg 12 Did the local government comply with
F&G Reg 12 when deciding to enter
into multiple contracts rather than
inviting tenders for a single contract?

N/A

Did not enter into
multiple contracts

Keith Woodward

3 F&G Reg 14(1) & Did the local government invite
(3) tenders via Statewide public notice?

Yes

Keith Woodward

4 F&G Reg 14 & 15 Did the local government's advertising
and tender documentation comply with
F&G Regs 14, 15 & 16?

Yes

Keith Woodward
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No

Reference

Question

Response

Comments

Respondent

5

F&G Reg 14(5)

If the local government sought to vary
the information supplied to tenderers,
was every reasonable step taken to
give each person who sought copies of
the tender documents or each
acceptable tenderer, notice of the
variation?

Yes

Keith Woodward

F&G Reg 16

Did the local government's procedure
for receiving and opening tenders
comply with the requirements of F&G
Reg 167

Yes

Keith Woodward

F&G Reg 18(1)

Did the local government reject the
tenders that were not submitted at the
place, and within the time specified in
the invitation to tender?

Yes

Keith Woodward

F&G Reg 18 (4)

In relation to the tenders that were not
rejected, did the local government
assess which tender to accept and
which tender was most advantageous
to the local government to accept, by
means of written evaluation criteria?

Yes

Keith Woodward

F&G Reg 17

Did the information recorded in the
local government's tender register
comply with the requirements of F&G
Reg 17 and did the CEO make the
tenders register available for public
inspection?

Yes

Keith Woodward

10

F&G Reg 19

Did the CEO give each tenderer written
notice advising particulars of the
successful tender or advising that no
tender was accepted?

Yes

Keith Woodward

11

F&G Reg 21 & 22

Did the local governments advertising
and expression of interest
documentation comply with the
requirements of F&G Regs 21 and 22?

Yes

Keith Woodward

12

F&G Reg 23(1)

Did the local government reject the
expressions of interest that were not
submitted at the place and within the
time specified in the notice?

N/A

Tenders only, no
expression of interest

Keith Woodward

13

F&G Reg 23(4)

After the local government considered
expressions of interest, did the CEO list
each person considered capable of
satisfactorily supplying goods or
services?

N/A

Tenders only, no
expression of interest

Keith Woodward

14

F&G Reg 24

Did the CEO give each person who
submitted an expression of interest, a
notice in writing in accordance with
Functions & General Regulation 24?

N/A

Tenders only, no
expression of interest

Keith Woodward

15

F&G Reg 24AC (1)

& (2)

Has the local government established a
policy on procurement of goods and
services from pre-qualified suppliers in
accordance with the regulations?

No

Keith Woodward

16

F&G Reg 24AD(2)

Did the local government invite
applicants for a panel of pre-qualified
suppliers via Statewide public notice?

N/A

No invite for panel
undertaken.

Keith Woodward

17

F&G Reg 24AD(4)
& 24AE

Did the local government's advertising
and panel documentation comply with
F&G Regs 24AD(4) & 24AE?

N/A

No invite for panel
undertaken.

Keith Woodward
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No

Reference

Question

Response

Comments

Respondent

18

F&G Reg 24AF

Did the local government's procedure
for receiving and opening applications
to join a panel of pre-qualified
suppliers comply with the requirements
of F&G Reg 16 as if the reference in
that regulation to a tender were a
reference to a panel application?

N/A

No invite for panel
undertaken.

Keith Woodward

19

F&G Reg 24AD(6)

If the local government sought to vary
the information supplied to the panel,
was every reasonable step taken to
give each person who sought detailed
information about the proposed panel
or each person who submitted an
application, given notice of the
variation?

N/A

No invite for panel
undertaken.

Keith Woodward

20

F&G Reg 24AH(1)

Did the local government reject the
applications to join a panel of pre-
qualified suppliers that were not
submitted at the place, and within the
time specified in the invitation for
applications?

N/A

No invite for panel
undertaken.

Keith Woodward

21

F&G Reg 24AH(3)

In relation to the applications that
were not rejected, did the local
government assess which application
(s) to accept and which application(s)
were most advantageous to the local
government to accept, by means of
written evaluation criteria?

N/A

No invite for panel
undertaken.

Keith Woodward

22

F&G Reg 24AG

Did the information recorded in the
local government's tender register
about panels of pre-qualified suppliers,
comply with the requirements of F&G
Reg 24AG?

N/A

No invite for panel
undertaken.

Keith Woodward

23

F&G Reg 24AI

Did the CEO send each person who
submitted an application, written
notice advising if the person's
application was accepted and they are
to be part of a panel of pre-qualified
suppliers, or, that the application was
not accepted?

N/A

No invite for panel
undertaken.

Keith Woodward

24

F&G Reg 24E

Where the local government gave a
regional price preference, did the local
government comply with the
requirements of F&G Reg 24E including
the preparation of a regional price
preference policy?

No

Keith Woodward

25

F&G Reg 24F

Did the local government comply with
the requirements of F&G Reg 24F in
relation to an adopted regional price
preference policy?

No

Keith Woodward

26

F&G Reg 11A

Does the local government have a
current purchasing policy that comply
with F&G Reg 11A(3) in relation to
contracts for other persons to supply
goods or services where the
consideration under the contract is, or
is expected to be, $150,000 or less?

Yes

Keith Woodward
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No Reference Question Response Comments Respondent

27 F&G Reg 11A Did the local government comply with Yes Keith Woodward
it's current purchasing policy in relation
to the supply of goods or services
where the consideration under the
contract is, or is expected to be
$150,000 or less or worth $150,000 or
less?

I certify this Compliance Audit return has been adopted by Council at its meeting on

Signed Mayor / President, Three Springs Signed CEO, Three Springs
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